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This is not a crypto talk.

It's about exploiting hash collisions,
(the weakest ones, w/ identical prefix)
via manipulating file formats.

You may want to watch Marc Stevens’ talk at CRYPTO17.


https://www.youtube.com/watch?v=0gX2nEbMOnw

N
L Nothing

groundbreaking.
No new vulnerability.

Just a look behind the scenes of
Shattered-like research

(format-wise)
OH there are very few talks on the topic AFAI
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https://malicioussha1.github.io/
https://shattered.io/
https://archive.org/details/pocorgtfo14

MD5:1992-2004 SHA1: 1995-2005 SHAZ2: 2001-7? SHA3: 2015-7?

Types of collision

e |dentical prefix i, Wedtesy o
o 2 files starting with same data 0oty
e Chosen prefix Iy g
o 2 files starting with different (chosen) data 0/
e Second preimage attack Mgy
O Find data to match another data's hash
e Preimage attack "My

o Find data to match hash

FROM HERE ON,
HASH COLLISTON - IPC - IDENTICAL PREFTX COLLISION



313838dd  c2932¢7 c030b717 bafclbae 6673a8d7 9ddefd16  85d70859  99403db0

X M 634addl 0736004 9558bd1f 2110982 ca%4c90b  6aaebe69 cbf6lbfl  6b0e615
M 2e82d48b  16bdf16]1 celObd62 c3c6809d b6745639 feOelbe7 6573914  befd753
537b8755 497b92¢8  46f559¢2 Id7a3d7a  511d8bl 98ebebb8  ¢9cad559  e¢b10c037
My 313838dd  fc2932¢7 c030b717 bafclbae  e673a8d7  9ddef416  R5d70859  99403dbo
X 634addl  ¢0736004 9558bdIf 21el18982 ca%4e90b Gaae6e69  4bl61brl 6b0eb15
M 2¢82048b  16bdf161 celObd62 c3c6809d 36745639 felel6eT 6573a914  bef0d753

537bR755 497h92e8 46f559¢2 7d79b47a  511d8bl 98ebeb68  49cad559 eb10e037
H 21115409  3ef611d2 Of9bib  86b9cadl

M 313838dd  c2932¢7 c030b717 bafclbae 6673a8d7 9ddefdl6  85d70859 99403db0

X ! 63dadd! 0736004 9558bd1f 2110982 ¢a9%4c90b  baaecbe69 cbf6lbfl  6ble615

Formal Way to p rese nt I P S P | [28820409 177an6e 0Kl c40Galn baSad6al [4IDGT 2833450 el2506ce

( : 2 | 2073087d 8830140 78646612 9chdaced ef5ObSeT 4840474  2afbSbdd 840cSd6a

. | 313838dd  fc2932¢7 c030b717 bafclbae  e673a8d7 9ddefdl6  85d70859  99403db0

5 M 634add] 0736004  9558bd1f 21e18982 ca%4c90b  Gaacbe69  4bi61bil 6bleb15
Mas 2882d409  177df16c  b0fdel  c406al9a 343a36af (d411967  2835450e  al2506ce
- 2073087d  883%¢lal 78646612 9c8d2Ze6d efS9b8e7 4840474  aath5hd0  840c546a
H fa889213  49c2111F 477d3217  S6acdey7

Collisions for Hash Functions MD4, MD5, HAVAL-128 and RIPEMD. Tableil: Twn palre ol colllon o WD
X Wang, D Feng, X Lai, H Yu 2 Collisions for HAVAL-128

2004 HAVAL is proposed in [10] . HAVAL is a hashing algorithm that can compress messages of any length in 3.4
or 5 passes and produce a variable length output --128-bit, 160-bit, 192 or 224-bit fingerprint.

Attack on u reduced version for HAVAL was given by P. R. Kasselman and W T Penzhorn [7], which
consists of last rounds for HAVAL-128. We break the full HAVAL-128 with only about the 2° HAVAL
computations. Here we give two examples of collisions of HAVAL-128, where

M'=M +AC,AC = (27 ,0,0,0,27" .27 0,..,0),s = 0,1 1,18
i=012,.31
HAVAL(M )} = HAVAL(M ")

6377448b  d9e59f18  f2aadcbb  d6cb92ba  ceSddadd  BT9faST6  lca34633
a67a8a42  Sd3ade8b b6e3d814  5630998d  B6eaSded a73%acTb  S4fd8e32
3R183c9a  b67a9280 c47299b2 2703%ee5 dd555¢14  839018d8  aabbd
fif4h3a7 40000096 7fd66aac  fAflbe0  SEA0I6d2  5f4016d0

M



https://eprint.iacr.org/2004/199.pdf

DETERMINE FILE STRUCTURE

Fiy
\

Co

"y,
Q)‘/O




Better than random-looking blocks?
Will it convince anyone to deprecate anything?

FTR Shattered took 6500 CPU-Yr
and 110 GPU-Yr.

(that's a lot of computing power)
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2004: Dan Kaminsky: MD5 To Be Considered Harmful Someday
https://eprint.iacr.org/2004/357.pdf
https://dankaminsky.com/2004/12/06/46/

I P C exp I O i tS pa pe rS 2004: Ondredj Mikle: Practical Attacks on Digital Signatures Using MD5 Message

Digest
https://eprint.iacr.org/2004/356.pdf

Slides a6cb4934945457d16bc90ef9ab3c391474fb78cf844c59f34d4505b95fbad5ea
Paper ac7a05b4bf456b4358e8a754f5f70612ce593bcalcdb718c2b38e3e280fc1240

e 2005
Max Gebhardt, Georg lllies, Werner Schindler
A Note on the Practical Value of Single Hash Collisions for Special File Formats

Jean-Philippe’s Slides aba7833ed35eb5b44b44377f7054c¢7318637a8¢cb5db002¢c1ac787a5d2314f658

. 2014 MalSHA1 Paper 5¢763e295b95ee8c69fd9430eae62fa59d7c9716adab45a93dcc19387e3d6821
Malicious Hashing: Eve’s Variant of SHA-1
Ange Albertini, Jean-Philippe Aumasson, Maria Eichlseder, Florian Mendel, Martin Schlaffer

® 201 7 Shattered Paper 23396362dcc528ed29918c07701 e hqnmzmmdm9a9a§§?§ioc4rc9i?37vcigzz
. .. Elie’s BlackHat Slides 1a17¢315a946409e8ef37¢56c962987d41377374c15ac0d855€92297b4f03596
The first collision for full SHA-1
Marc Stevens, Elie Bursztein, Pierre Karpman, Ange Albertini, Yarik Markov

o 2017 PoC||GTFO 0x14
Greg, spq, Mako, Philippe, Evan?, Ange, Melissa Elliott

file format collaborator instigator


https://eprint.iacr.org/2004/357.pdf
https://dankaminsky.com/2004/12/06/46/
https://eprint.iacr.org/2004/356.pdf
https://malicioussha1.github.io/
https://shattered.io
https://archive.org/details/pocorgtfo14
https://www.virustotal.com/#/file/a6cb4934945457d16bc90ef9ab3c391474fb78cf844c59f34d4505b95fbad5ea/details
https://www.virustotal.com/#/file/ac7a05b4bf456b4358e8a754f5f70612ce593bca1cdb718c2b38e3e280fc1240/details
https://malicioussha1.github.io/doc/malsha1_lv.pdf
https://www.virustotal.com/#/file/aba7833ed35eb5b44b44377f7054c7318637a8cb5db002c1ac787a5d2314f658
https://eprint.iacr.org/2014/694
https://www.virustotal.com/#/file/5c763e295b95ee8c69fd9430eae62fa59d7c9716ada645a93dcc19387e3d6821
https://shattered.io/static/shattered.pdf
https://www.virustotal.com/#/file/a3396362dcc528ed29918c07701e3b5082365a1dc19a9aac8d104c9c3d07c6b2/
https://www.youtube.com/watch?v=0gX2nEbMOnw
https://elie.net/static/files/how-we-created-the-first-sha1-collision-and-what-it-means-for-hash-security/how-we-created-the-first-sha1-collision-and-what-it-means-for-hash-security-slides.pdf
https://www.virustotal.com/#/file/1a17c315a946409e8ef37c56c962987d41377374c15ac0d855e92297b4f03596/

mini.exe

>echo

Contraints of
hash and formats
have nothing in common

%errorlevel%

4 5 6 7

B
©40: . .P .E @0 00 4C 01

@50: 02 eo
060:
970:
080:
©990: 60 01 @0 00 40 01 60 00

00 00 40 00

8 9 AB CDEF

‘@B 81

40 o1 oe ee
@1 00 00 00 @1 00 60 e
04 ee

@3 ee

140:[ B8 2A 00 @0 8@ C3

MNLEXE

40 60 00 00,

\ CODE

DOS HEADER

IT'S A BINARY

PE HEADER

FELDS
e_magic
e_lfanew

=+ Signature

ff change g17 until conditions are met on gl8, gl19 and g2@

unsigned counter = @;

while (counter < (1 << 7))

{

VALUES
Mz
©@x48 » PE Header

PE\6\8

= - Machine @x14C [intel 386]
IT'S A 'MODERN BINARY Characteristics 2 [executable]
T T e Aaé;(,. ceaaesas : é;iéé,tgési s diuEs
AddressOfEntryPoint ox14e
ImageBase 9x400000
OPT'OHAL HEADER SectionAlignment 1
FileAlignment : |
EXECUTABLE INFORMATION ~ MajorSubsystemVersion 4 [NT 4 or later]
SizeOfImage ex160
SizeOfHeaders ex148
Subsystem 3 [cLI]
X86 ASSEMBLY EQUIVALENT C CODE
mov eax, 42 !
retn ~return 42;

const uint32 gl = Q[Qoff + 16];
uint32 q17 = ((xrngé4() & BxIFFATFF7) | (qlE&AxcABARERS)) ~ Bx4PEEEE8E;

++counter;

uint32 q18 = G6(gl7, g6, Q[Qoff + 15]) + ttis;
qlé = RL(gl&, 9); gl8 += ql7;
if (ewees2eeee |= ((gl8"ql7)8@xaco2eees))

continue;

uint32 ql19 = GG(gl8, gl7, gl6) + ttlg;
q19 = RL(q19, 14); q19 += ql8;
if (Oxsecenses |= (gl & Bx80828000))

continue;

uint32 q28& = GG(gl9, qlB8, qi7) + tt2e;
g2e = RL(g2@, 28); g20 += gql9;
if (exeee4eeee |= ({g28~ql9) & 8xSeedeeea))

continue;

block[1] = gq17-q16; block[1] = RR(block[1], 5); block[1] -= tt17;
uint32 q2 = block[1] + tt1; g2 = RL(g2, 12); q2 += Q[Qoff + 1];
block[5] = tt5 - g2;

Q[Qoff + 2] = q2;

Q[Qoff + 17] = q17;

Q[Qoff + 18] = ql18;

Q[Qoff + 19] = q19;

Q[Qoff + 28] = q2@;

MD5 REVERSE_STEP(2, @x24287edb, 17);

counter = B8;

break;



File constraints

e Collision blocks are very complex
= considered random

e Collision blocks only differ by a mask.
o The mask may be fixed in advance.

e Collision blocks may contain arbitrary values
o Or bruteforce them.

= craft your files with random blocks Prefix?

and apply mask Block A
Suffix

<>

Prefix?

Block B

Suffix




Where the magic happens: random stuff + mask
File A Collision blocks File B

1- 02
B- 4C
5- 45
D-72 8F
B- 2E
F- 33
4- oC
F-3F 98
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om0  OREAO&DR>
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| I I R A A R R |
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= generate one file from the other. xor mask



FastColl: MD5, ~1s

Xleo oo XX . X,
XX .. .. XX X . X
NN S S ¢ . X
XX .. .. XX X . X

Stevens13: SHA1, 6610 Y

Prefix and masks determine how easily it's exploitable.

XX ..
. XX ..
. XX ..

.. XX XX ..
.. XX XX .
. XX XX ..
X XX ..



2D
CA
87
E7
D7
D7
16
8B

2D
CA
87
E7
D7
D7
16
8B

20
99
o7
09
DF
AA
D1
A

20
99
o7
09
DF
AA
D1
A

42
ED
94
25
52
9E
F7
F7

42
ED
94
25
52
9E
F7
F7

6C
4A
73
96
10
83
49
3D

6C
4A
73
96
10
83
49
3D

Same hash,

61
7A
71
6E
c4
16
B4
E7

61
7A
71
6E
c4
16
B4
E7

63
59
1F
0B
35
F3
D4
42

63
59
1F
0B
35
F3
D4
42

6B
10
o7
02
29
8C
EE
B5

6B
10
o7
02
29
8C
EE
B5

41
F6
B2
FD
0A
61
9E
64

41
F6
B2
FD
0A
61
9E
64

6C
6C
B5
96
5B
EOQ
65
BC

6C
6C
B5
96
5B
EOQ
65
BC

70
10
84
9A
9A
44
D5
1E

71
10
84
9A
99
44
D5
1E

73
5B
12
54
93
5C
B6
2A

73
5B
12
54
93
5C
B6
2A

27
71
96
32
40
Fo
7F
97

27
71
96
32
40
Fo
7F
97

31
BoO
BD
EB
34
e
B6
64

31
BoO
BD
EB
34
e
B6
64

37
80
1D
15
5C
DE
31
EA

37
80
1D
15
5C
DE
31
EA

20
65
03
FC
35
F7
27
F7

20
65
o3
FC
35
F7
27
F7

2D
5D
2C
F1
ac
1C
1E
F2

2D
5D
2C
F1
ac
1C
1E
F2

- BlackAlps'17 -
...JzY..1.[q..€e]

..R..5).[..@4\5L
....... a.D\.L...
[ R <D
...=.B.d..*.d...

- BlackAlgs'17 -
...Jzy..1.[q..€e]

....... a.D\.L...

different masks.

1.

2D
01
5A
58
24
OA
BD
E1l

20
4D
58
A3
60
A8
c3
2B

20
4D
58
A3
60
A8
c3
2B

42
80
58
EE
25
05
19
75

42
80
58
EE
25
05
19
75

6C
6F
DB
A3
9F
D6
F5
20

EC
6F
DB
A3
1F
D6
F5
20

61
5B
51
7C
4A
6C
32
CB

61
5B
51
7C
4A
6C
32
CB

63
CB
B3
22
E9
79
F5
D9

63
CB
B3
22
EQ
79
F5
D9

6B
co
32
oD
FC
21
EC
76

6B
co
32
oD
FC
21
EC
76

41
AE
B4
08
F5
85
99
FD

41
AE
B4
10
F5
85
99
F5

6C
3D
F6
56
55
A
15
F6

6C
3D
F6
56
55
OA
15
F6

70
33
17
7F
67
75
AC
96

70
33
17
7F
67
75
AC
96

73
52
99
4A
B7
38
91
5B

73
52
99
4A
B7
38
91
5B

27
BD
75
D6
A9
59
9F
89

27
3D
75
D6
A9
D9
9F
89

31
EA
62
EF
E3
ce
CF
3E

31
EA
62
EF
E3
ce
CF
3E

37
0B
B8
58
54
D9
BE
8B

37
0B
B8
58
54
D9
BE
8B

20
o1
D3
c9
c5
o1
BD
10

20
o1
D3
c9
c5
o1
BD
10

2D
93
BD
1F
72
51

CE ....

EOQ

2D
93
BD
1F
72
51
CE
EOQ

- BlackAlps'17 -
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ceealyll,

AU LWV

- B.ackAlps'17 -
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ZXX.Q.2....ub...
Xooo|". VL3 X0
$%.3J...Ug...T.r
.o..lylou8....Q
P N


https://github.com/cr-marcstevens/hashclash/blob/master/scripts/poc_no.sh

IPC exploits
strategies



If-then-else (data)

e Get collision block ignored (commented out)
e File suffix/separate executable contains code

O Checks the block values
or uses block as decryption key.

= Collision block == passive data

Collision blocks
(commented out)

Code

(checking block values)




§ -
Code i 1177 20

e Prefix or bruteforcing sets up some opcodes
e 2 target addresses in the collision blocks
e 2 code snippets in suffix

Blocks Jump 1 Jump 2
Suffix Payload 1 Good —
Payload 2 Bad




Format (structure)

e Prefix or bruteforcing sets up a header
e Collision blocks alter a value,
To make parsers ignore the rest of the blocks

and land at different offsets. Prefix

(declares a header)

See MD5 rogue certificates w/ chosen-prefix. Collision blocks

(changes header value)

Data

(contains 2 data sets)



http://www.win.tue.nl/hashclash/rogue-ca/

Concatenation

With a top-down file format that can start at any offset (Rar, 7z...) )

O
1. Collision blocks end with signature's start. m[“f[m()g/&//
o w/ adifference on that byte.

2. Append a file minus its first byte.
3. Append another file of the same type.

Coll. Blocks .. .. .. R T
RAR File 1 arlcfile> | =
RAR File 2 Rar!l<file>




(e

et

Find a way to get 2 files
despite the randomness.

W
Prefix. WJNZWW
Randomness. " iy

Collision block masks. WW@/

QA BTy

Way 00



Format target

e Something universally used.
o Preferably multi-platform = exeeutables
o By end-users, not just developers.
o Preferably, something with crypto!
(certificates are pretty restrictive)

e \With as fewer parsers in the wild as possible.

Visual documents: JPEG, PNG, GIF, PDF...



&\\M\Nﬁ%

M/(p

Valid It)ﬂly e ]OM%U
- Compatlbllltyw o
orrect rendering. 7y

Re-useability. ./ @,

)
(S Wiy



2005: Gebhardt et al.

Word97 macro

- Sub collision()
e [f-then-else exploits
FName$ = ActiveDocument.Name
Open FName$ For Binary Access Read As #1 Len = 512

. Get #1, , b >the price 1000$% is contained in 2nd line of
O OS Crl p Close #1 ’the .doc file; that line is selected by

’the Selection .. Count:=2 command

If b(147) >= 128 Then
P D F Selection.Collapse Direction:=wdCollapseStart
Selection.GoTo What:=wdGoToLine, Which:=wdGoToAbsolute, Count:=2
Selection.MoveRight Unit:=wdCharacter, Count:=1
Selection.Find.ClearFormatting

With Selection.Find
(:) .Text = °¢’
.Forward = True

.Wrap = wdFindContinue
.Format = False

.MatchWholeWord = False
Or .MatchWildcards = False
.MatchSoundsLike = False

.MatchAllWordForms = False
End With
Selection.Find.Execute
Selection.MovelLeft Unit:=wdCharacter, Count:=3
Selection.MoveRight Unit:=wdCharacter, Extend:=wdCharacter
Selection.Font.ColorIndex = wdWhite
Selection.GoTo What:=wdGoToLine, Which:=wdGoToAbsolute, Count:=1
Selection.Collapse Direction:=wdCollapseEnd
End If ’by the Selection .. Count:=1 command
’the cursor returns to the first character
’in the text (disguise of attack)

End Sub



PDF features and landscape

No widespread scripting language in PDF:
e JavaScript/FormCalc reliably only in Adobe Reader
Only binary-based conditional function:
e PostScript Calculator (Type 4) functions

[.] black winite
BA AB. JB, JB,

<< Page ‘\‘Y’£.<—\ s
) ColorSpace
/runctionlype 4 set ColorSpace 14| LookUp buffer+—s| collision blocks
/Domain [0.0 1.0] set GraphicState,; > GraphicState; i |
/Ra nge [0 .0 1. @] pI‘iIlt "State 1 M ‘ Functionl e e i el |
/Length 28 set GraphicState, GraphicState, [
>> print "state 2" J Function, = =~ ——————— '
stream page contents ]
PDF—

{255 mul 121 sub 1 exch sub}
endstream

depends on the collision block




Not good enough

Oy gy I
e Poorly supported across readers.

e Limited to 2 non-overlapping objects/m[ o (ONTp
= reliable but limited for payload and compatibility

state 1

|| b

nnnnnn

Aoge

state 1
state 2

SO 67.06% v




2014: MalSHA1

Very restrictive: no prefix !l = very simple collisions
30-50h on 80 cores:
Many retries are possible, but unclear collision mask.

If then else: Shell script
Concatenation: RAR, 7z
Code: Master Boot Record
Format: JPEG

#4@ @M!OTa+, ... [Gx&%y7+i®P, uKW8:P¥a2D”Q*I6¢paSY2u™a 71,

. i if [ “od -t x1 -j3 -N1 -An "${@}"" -eq "91" ]; then
Polyglot: all in the same file! echo " (L (00\n /======WAn /| \n* |
Els;
echo "Hello World.";
fi

=11\

AN



MalSHA1 failures

Can’t control 4 bytes in a row.

= many file formats aren’t useable

Windows Executable? (magic = "MZ")
Would end up with huge e _lfanew (a header offset, not a memory pointer)
Max value in practice: 9x9000000 (150 Mb)

FIELDS VALUES
D:\>mini.exe DOS HEADER = gie L
, | e 1f @x48 -+ PE Head
D:\>echo %errorlevel% lTSABlNAEY hdnewx#eer
PE HEADER = Signature PE\@\@8
. . - Machine 8x14C [intel 386]
ITS A MODERN BINARY Characteristics 2 [executable]
8 1 2 3 4 5 6 7 8 %3 ABTCDEF 5 o e
ee9: .M .Z
T — a9 00 00 00|
MB:E.P .E 80 @8 4C ©1 :




A primer on JPEG

signature: FF D8

Segments structure:
all start with FF 60

(FF in data always followed by @0)

000:

010:
020:
e30:
040:

050:

060:
o7e:
08e:

0908:
QAQ:
0BO:
oce:
oDe:
OE0:
OF0:
100:
11e:
120:
130:
140:

e 1 2 3 4 5 6 7 8 9 A B C D E

SEGMENTS === FIELDS === VALUES ==

START OF IMAGE ~ rerer Fro8
marker/length FFEQ/16
fier
APPLICATIOND ~ wersion 112"
uni 1 (di
(DEFAULT HEADER) iy Ldel)
‘thumbnail ox8
CEFIE marker/length FFDB/67
QUANTIZATION TABLE destination o (luminance)

table (8x8) {1} (100% quality)

marker/length FFDB/67

FF D8[FF E@ @0 10 .J .F .I .F 00 el e destination 1 (chrominance)
QUANTIZATION TABLE )
00 48 00 09|FF DB 90 43 00 o1 e1 o1 e L) O ety
e1 91 o1 e1 ©1 01 ©1 1 e1 e1 o1l marker/length FFCO/17
o1 o1 o1 01 o1 o1 @1 o1 @1 e1 o1 el il
©1 ©1 01 o1 el ©l1 ©1 1 o1 e1 1 ol samples/line 6
e1 o1 61 e1 e1 e e1 e1 e1 |FF DB 00 START OF FRAME o tibte 2430 Tl
91 ©1 01 e1 e1 ©1 01 ©1 01 61 e1 o1 Id factor table 2 2x2 1 (ChromCb)
21 ©1 ©1 e1 e1 ©1 01 01 ©e1 61 e1 o1 1d factor table 3 2x2 1 (ChromCr)
61 o1 e1 @1 el e1 o1 o1 ©1 01 e1 o1 R L
91 ©1 01 01 el ©l1 €1 e1 o1 e1 e1 o1 CEFrE. me uzuL)
0 11 08 00 02 00 06 03 01 22 00 02 HUFFMAN TABLE 3 "co of 1 . 20
01[FF C4 00 15 00 01 @1 @0 0 00 @0 ke e Frcars
class )

CEFFE destination
90 00 00 @0 @8 @8 00 09 [FF C4 00 19 HUREMA TABLE. ‘5ot 2
93 00 00 90 00 00 00 00 00 00 00 00 2 code of 3 bits 06 08
38 88 B6[FF C4 00 15 01 @1 61 00 00 varker length Frcaral

DEFPE )C)
00 00 60 60 60 00 00 00 07 A [FF (4 HUFFMAN TABLE 5" of s bae o
01 03 05 90 00 00 00 00 00 00 00 00 ‘:vd;;f ALLE
@0 07 B8 09 38 39 76 78 [FF DA 00 OC 03 01 00 02 e e 10O
11 03 11 @0 3F ©0:86 F7 E7 1D A9 16 HUFFMANTABLE % et oz bce o
14 F7 41 DC 5A 8E FB 31 19 26 5D C4 i,:"dflz;:hmffui:f —
7B DB @6 84 A@ 75 17[FF D9 conponents

V[/f}/ 70[

Garbage? Skip until next FF!
Big endian lengths, on 2 bytes. Wt 1 3,

i

START OF SCAN

IMAGE DATA

ENTROPY-CODED SEGMENT

selector / nc Ac table

z/ 1. 1
34 1
spectral select. ©..63
successive approx. 80

86F7E71DA916CA7730D014
F741DC5ASEFB3119265DC4
2AFA45(817BDBO684ART517

END OF IMAGE

marker FFD9




2 images, 1 "comment”

start of file T start of file

A comment (an ignored segment), comment __length comment,___ length
of variable length.

comment | comment |
(jumped over)

Use another comment to

I I image 1r image 1f

Jump over the first image. 8 L (jumpen )L

make sure not to jump in the blocks: _— | Qf
'11"nag(3 1mage

= 01 xx is optimal. (gnored) | |

File 1 | File 2



JPEG
collision
structure

Start Of Image
COMment

COMment _

COMment

APPlication 0

(image header)

End Of Image
APPlication 0

(image header)

N—

JPEG structures

End Of Image

FF D8
FF FEl

Jalignment & randomization

FF FE XX:YY

length: xxyy

“FF FE

FF FO )

| FF D9 /

FF FO )

FF D9 J

Image 1's
structures

Image 2's
structures



Abusing
JPEG
tolerance

I Uz © » .U o— °Ty [|= 1
T QOF =F @dTT3l 3 o < LF Ly Tl
, d¥ 215 I n I - 027ty s A
ocv Ivfc|sa=ys R oCvyr f¢ |la=¢y -2
JPEG signature  Chunk marker Chunk length

- ff e5 in block 1 -c4 00 in block 1
- ff e6 in block 2 -e4 00 in block 2

ff d8 ff e? 2?4 00 39 54 ?? 6d 04 2e ?? b7 b2 ??
?? @8 ct ?? 2?2 46 d4 ?? ?? Ba @5 ?? ?? cb e2 ??
d° 87 & 22 3B BB 83 P} PF 32 Ac P2 P2 6A @R P2
Y 43 AT Y2 P68 B7 TS5 ' B T7 ¢! P lc @y P2
&\g\\“\\



Polyglots:
a single pair with
several use cases.

g

good!

shmbrar0.mbr

shmbraril.mbr

>_
good.

shmbrar0.sh

>

evil.

shmbrarl.sh

R

collision

collision

shmbrar0.rar

“evil

‘.txt” >

shmbrarl.rar

collision

identical

identical



From MalSHA1...
...to the real thing!



2015: Implementing Stevens13

1. Research file trick

3. Craft files

New collision attacks on SHA-1 J
based on optimal joint local-collision analysis

Marc Stevens

CWL, Amsterdam, The Netherlands
marc@marc-stevens.nl

Abstract, The main contributions of this paper are two-fold
Firstly, we present a novel direction in the cryptanalysis of the crypto- I
vious cryp ¢

graphic hash function SHA-1. Our work builds on pr
efforts on SHA-1 based on combinations of local colli
d

collisions. Although this leads to success probabilities that are seemingly
sufficient for feasible collision attacks, this approach most often does not
lead to the maximum suceess probability possible as desired. We introduce

novel techniques that enable us to determine the theoretical maximum

success probability for a given set of (dependent) lacal collisions, as well

as the smallest set of messag

HA-1 compressions.

SHA-1 compressions, respectively

1 Introduction

s e conditions that attains this probability.
We apply our new techniques and present an implemented open-source I
near-collision attack on SHA-1 with a complexity equivalent to 2°7*

condly, we present an identical-prefix collision attack and a chosen-prefix
collision attack on SHA-1 with complexities equivalent ta approximately
o —
25 and

A series of breakthrough attacks on hash functions started in 2004 when the fir
collisions for MD4, MD5, HAVAL-128 and RIPEMD were presented by Wang e
al [WFLY04, WYD5]. This was soon followed by the first SHA-0 collision by Biham

ct al. [BCIH05]. Soon thercafter, Wang et al. published a more efficient collision
attack on SHA-0 [WYY05¢]. In the same year, the first collision attack on full
SHA-1 [WYY05b] was presented by Wang et al. with an estimated complexi
of 2% compressions. A later unpublished result by Wang et al. claimed :
attack with a complexity of 2% compressions [WYY05a] which was later part#®
verified by Cachran [Coc07]. This was further improved by Mendel et al. with an
attack with a complexity of 260+ ions [MRRO7]. Although
later withdrawn, McDonald et al. published an attack with claimed complexity
of 2% compressions [MHP09]. Rafi Chen claims to be able to find collisions in

—F

_)




Stevens13 compared With MalSHA1

i
((4 % 6 gy

- Complex Computatlon ﬂ[Wme/W/(m/
] Expenswe computation "

+ Prefix -

- Totally random blocks """

+ Fixed mask

+ Blocks start with a difference™



Research file trick

MalSHA1's JPEG trick would work.

We'd like a new trick. PDF?

o Nothing existing versatile so far.

o Experiments with PDF (XREF, object numbers)
m Never works reliably accross all readers.



If you're not familiar
with PDF...

...with my vision of PDF!



.« *

.* " DCTONARY~_ 1 @ obj OBJECT REFERENCE:
a CO r r eCt P D F « [DVALLE]* » X« ~~ <OBJECT NUMBER- REVISION NUMBER- R
/Pages 2 8 R

»> N IDENTIFIER WITH /)
endob j

2 8 obj
HE ADER %PDF-1.1 SIGNATURE £ VERSION INFORMATION _* h

/Type /Pages
. /Count 1 /’ARRAY

/Kids [3 @ R]
>>

endob j

.
-
-
=
IIIIIIIIII.-.....--III

3 8 obj

<«
/Type /Page
/Contents 4 8 R

CROSS

CROSS REFERENCES e BODY

5 OBJECTS. STARTING AT INDEX 0"

/Parent 2 8 R
/Resources <<
/Font <«
/F1 <<
/Type /Font

REFERENCE ;’“Ef
XREF 0P0APABABY 65535

. /Subtype /Typel
f (STANDARD FIRST EMPTY OBJECT O . /Basefont /Arial
p0p0BBNO10 80868 n OFFSET TO OBJECT 1, REV 0 . 55
ppABBERA47 8068688 n TO OBJECT 2. . >
fpAoeER111 80888 n 3e . >>>>
pppeBAB313 806BAG n 4 . endob
..................................................................................................... . STREAM PARAMETERS:
; . 48 obj /" LENGTH, COMPRESSION...
trailer - << /Length 58 »>
<< " stream
- BT BEGIN TEXT
>>/R00t ' BB " /F1 118 Tf FONT F1 (ARIAL) SET TO SIZE 110
i STMHG\\\la 408 Td MOVE TQ COORDINATE 10, 400
. (Hello World!)Tj OUTPUT TEXT "HELLO WORLDI
startxref . ET END TEXT
413 . endstream
%%EOF *

. endob j



1 0 obj
<<

/Resources << /Font << /Fl <<
/BaseFont /Arial /Subtype

/Typel >> >>
>>
/Contents << >>
stream
/F1 170 Tf
10 400 Td
(FireFox) Tj
endstream
>>
endob]j

xref

$trailer << /Root << /Pages <<
/Kids [1 0 R] /Count 1>> >>

>>

%PDF

1 0 obj
<< /Pages
<< /Kids [

<< /Contents 2 0 R >>

1 >
>>

2 0 obj
<<>>
stream
95 Tf
20 400 Td
(Chrome) Tj
endstream

trailer <<
/Root 1 0 R
>>

working
PDFs



no‘signature

/Typel
>>

>> >>

no /Paren t I no /Type |<< /F1 <<
/Subtype

inline /Contents

no /Length

S CL e alit

no BT/ET

170 Tf

(FireFox)

0 Td

empty XREF

<< /Root

comment
_,...._—l [1 0 R]

/Si
A _no/Size

>3

no /Type

Direct /Root

no startxref

no %%EOF

$PDF | truncated signature

1 0 obj

direct /Kids

<< /

< no /Parent

no /Type

<<

no /Resources

no /Font

1 >

>> no /Type

no /Count

no endobj

2 0 obj

no/Length

no BT/ET

l no font reference
20 400 Td

{ "'no endobj

—{(Chrome) Tj

t1 - no XREF

\/

Direct /Root
no /Size I no %%EOF

no /Type

no startxreft




Cotrmn

FireFox

Chrome




Poppler.pdf

Thumbnails ~ %

1 AdobeCompact.pdf - Adobe Reader
File Edit View Window Help

FireFox.pdF - Mozilla Firefox
FireFox.pdf
€ file://]...[FireFox.pdf ~ e |[asearch » =

@ This PDF document might not be displayed correctly. | Open With Different Viewer x

Poppler

° [in} 08X pdf ¢ t

PDFium.pdf
cC f file:///.../PDFium.pdf

eoce € OSX.pdf (page 1 of 99)
O Q @ fu] A== Q

PDFiumCompact.pdf x
&« (IR} file:///.../PDFiumCompact.pdf

MUPDFpdE- 1/1 (96 dpi)

OS OSX
pre\  preview

OSX.pdf Open with Google Chrome t

Chrome/Foxit

MuPDF

0os X
preview
Safari

OS X
preview
Safari

| made extreme PDFs for each reader by hand.




Document Viewer

PDFium.pdFf - Mozilla Firefox

PDFium.pdf
€ file:///.../PDFium.pdf v| e ||Q search =

Adobe Reader

= Unable to open document “file:///usr/local/

(Adobe.pdf”. @ This PDF document might not be displayed correctly. | Open With Different Viewer | x
Adobe Reader could not open 'FirefoxClean pdf' because it is either not a
supported file type or because the file has been damaged (for example, it was

sent as an email attachment and wasn't correctly decoded).

o t ¥ Pue — 4 AutomaticZoom *

PDF document is damaged

Adobe Reader

There was an error opening this document. The file is damaged and could not
be repaired.

Adobe.pdf
€ cC fn file:///.../Adobe.pdf

0OSXcompact.pdf - 0/0 (96

Open with Google Chrome M

Adobe.pdf

265 bytes
—

‘ Last modified 29 Jun 2015 13:42:12

Open with Google Chrome i)

An error occurred with the preview of this document. It may be damaged or use a
file format that Quick Look doesn't recognize.

Failed to load PDF document
MuPDFClean.pdf

467 bytes
Last modified 29 Jun 2015 14:44:16

These extreme PDFs fail on any other reader.




The devil is in the detall

e All PDF parsers have their weirdness
o Does it work? Does it display, behave normally?
o A trick on a PDF reader is easy, but
a reliable trick for all of them is hard.
Examples:
e Preview is more strict for JPEG structures.
But created some funky ghost JPEGs :)
OTOH it's less compatibility for gradients.
An unusual JPEG in a PDF can easily reboot a Kindle.

A complex JPEG can take minutes to load.
A crazy JPEG in a PDF displays glitches in Adobe.




paacks on Hash Functions
__andApplications
Marc Stsvens

DIFFERENT RESIZING

IN PREVIEW

@ collideMulti1.pdf (page 1 of 4)
€453 §=3 =5

Q SE;é\

Welcome to Google's
Search Engine Optimization
Starter Guide

Table of Contents

y \jcollldaaulm.pdf x

& o C A (D flewm ideMultit.pdf

Welcome to Google's
Search Engine Optimization
Starter Guide

first for queries in Google (sorry, following the best practices

‘and understand your contert.

other optimizatons, they could have a noticeable impact on your
sit's user expeionco and performance I organic seorch resuls.
i iy of e

ot be making the most outof them.

Even though this guido’s title contains the words *soarch ongine’,

and foremost on what' best or the viskors of your site. They'e the

Soarch engine optimization is about putting your ste's bast foot
forward when it coms to visibiity In search onginos, but your
ultimate consumers are your users, not search engl

Table of Contents

SEO Basics
4| Croato unique,accurate pago tiles:
6 | Makeuse of the description” mota tag




2015: PDF is tricky...

e A PDF trick with total compatibility...?
o With doc-level control? (not just a glitch)

e Eventually... JPEG in a PDF:
o PDF embeds entire JPEG files ATep 1y

011y /f[f?flmm Slocyy
o Image parameters can be referenced WWMWW
o Reliable

m No possible error

m "Sane" PoCs - very little overhead

o Reusable



Pushing the limits
of our JPEG trick

The first image has to be jumped over.



Only 393x438 px
in 90% quality = 55Kb
Yet already near limit!

comment |

image 1 {

a comment over the whole image
= ImageSize < 64kb




2 comments per segment

comment sogmcnt
> comment segment

. FF FE 00 06 FF FE XX YY FF .. ..

data segment comment segment ~___—7 data segment

comment

(| /}data segment 1
J ( S}commen‘u in a comment

\ 1

gl Jdata segment 1

\ii

a comment over each segment
= Max({SegmentSize}) < 64kb



000:

01@:
020:
030:
040:

050:
060:
o70:
ose:

090:
OAO:
eBo:
0co:
eDe:
OEQ:
OFo:

110:
120:
130:
140:

@ 1 2 3 45 6 7 8 9 A B CDE

SEGMENTS === FELDS == VALUES

START OF IMAGE  rarker FFo8
rrrr ker/length FFEQ/16
identifier JFIF\@
APPLICATIOND ~ version £
OEFAULTHEADER)  47its L8
thumbnail ox0
CEFIE marker/length FFDB/67
QUANTIZATION TABLE ~ destination @ (luminance

table (8x8) {1} (108X quality)

FF D8|FF E@ @@ 10 .J .F .I .F 00 e Sactiactior 4 (eneoulaniil
QUANTIZATION TABLE  destination 2 (chrominance)
00 48 00 @O|FF DB 00 43 00 o1 61 oo B
@1 91 ©e1 1 @1 el €1 @1 91 e1 el marker/length FFCO/17
91 01 01 @1 el el o1 el e1 el el Do ’
@1 e1 ©e1 e1 el e1 o1 el 91 61 el samples/line &
61 e1 e1 e1 el 61 01 e1 el |FF DB START OF FRAME co?so::ﬁ:r tabie 1 1x1 @ (LumY)
1 ©1 ©81 ©e1 81 1 ©1 e1 81 81 o1 1d factor table 2 2x2 1 (ChromCb)
81 e1 61 e1 e1 e1 01 el o1 61 el Id factor table 3 2x2 1 (ChromCr)
B1 61 61 o1 o1 o1 o e e o1 o
LEFIE class @ (DbC)
00 11 68 00 02 00 06 03 01 22 00 HUFFMAN TABLE  “4"cose of 1 it oe
@1[FF C4 00 15 00 01 01 00 00 00 rarker/length Frcaras
00 00 00 00 90 00 00 09 |FF (4 00 HUFFMAN TABLE 5 cote of 1 bit o0
93 90 00 00 00 00 00 PO 00 00 00 Alosde o s bits B ms
38 88 B6|FF C4 00 15 01 01 01 00 rarkerlengthFrce/za
00 00 00 00 90 00 00 B0 07 OA |FF HUFFMAN TABLE ssiisecien o
0 D 0 0 2 AR 1 code of 2 bits @A
60 67 B8 09 38 39 76 78 [FF DA 00 6C 63 01 60 02| N g
11 ©3 11 @@ 3F @0 :86 F7 E7 1D A9 16 CA 77 30 D@ HUFFMAN TABLE 1 code of 2 bitsas
14 F7 41 DC 5A 8E FB 31 19 26 5D C4 2A F4 5C 81 —m———
7B DB @6 84 A® 75 17|FF D9 e
START OF SCAN 17e e
3/ 1, 1

The scan length only concerns the start!
The ECS grows with the file,

and is not limited to 64KDb!

IMAGE DATA

ENTROPY-CODED SEGMENT

spectral select. ©..63
successive approx. 8@

86F7E71DA916CA7730D014
F741DC5ABEFB3119265DC4
2AF45C817BDBO684ARTS17




SHAttered

The first concrete collision attack against SHA-1
https:/shattered.io

E e2 e3 ed e5 eb e7 e8 e9 ea fl f2 f3 f4 f5 fo f7 f8 f9 fa ff c4 00 1f 01 00 €3 01 01 01 01

01 01 01 01 01 00 €0 60 00 00 ©0 01 02 63 04 05 06 07 08 09 @a 6b ff c4 00 b5 11 00 02 01

Elie Bursztein 02 04 04 03 04 07 @5 04 04 00 O1 62 77 60 01 62 63 11 04 05 21 31 06 12 41 51 07 61 71 13

Marc Stevens A Albertini 22 32 81 08 14 42 91 al bl cl 09 23 33 52 fo 15 62 72 d1 @a 16 24 34 el 25 f1 17 18 19 1a
Pierre Karoman nge ertini 26 27 28 29 2a 35 36 37 38 39 3a 43 44 45 46 47 48 49 da 53 54 55 56 57 58 59 5a 63 64 65
p Yarik Markov 66 67 68 69 6a 73 74 75 76 77 78 79 7a 82 83 84 85 86 87 88 89 8a 92 93 94 95 96 97 98 99

9a a2 a3 a4 a5 a6 a7 a8 a9 aa b2 b3 b4 b5 b6 b7 b8 b9 ba ¢2 ¢3 c4 ¢5 c6 ¢7 c8 c9 ca d2 d3
d4 d5 d6 d7 d8 d9 da e2 e3 e4 e5 e6 e7 e8 e9 ea f2 f3 f4 f5 f6 f7 f8 f9 fa ff db 00 43 00

address name type size description
00000000.0 start_image/ JpegChunk 00000002.0 Start of image (SOI)
00000002.0 app0/ JpegChunk 00000018.0 APPO
00000014.0 exif/ JpegChunk 00000066.0 EXIF
00000056.0 photoshop/ JpegChunk 00000058.0 Photoshop
1 024X74O Q 1 OOO/O : 228 Kb 00000090.0 start_frame/ JpegChunk 00000019.0 Start of frame (baseline)
- 000000a3.0 huffman[0]/ JpegChunk 00000033.0 Define Huffman Table (DHT)
. 000000c4.0 huffman[1]/ JpegChunk 00000183.0 Define Huffman Table (DHT)
a S|ng|e Scan Of 227 Kb' 0000017b.0 huffman[2]/ JpegChunk 00000033.0 Define Huffman Table (DHT)
0000019c.0 huffman[3]/ JpegChunk 00000183.0 Define Huffman Table (DHT)
00000253.0 quantization[@]/ JpegChunk 00000069.0 Define Quantization Table (DQT)
00000298.0 quantization[1]/ JpegChunk 06000069.0 Define Quantization Table (DQT)
000002dd. 0 restart_interval/ JpegChunk 00000006.0 Define Restart Interval (DRI)
000002e3.0 start_scan/ JpegChunk 00000014.0 Start Of Scan (S0S)
G000z "

00037bde.0 end_image/ JpegChunk 00000002.0 End of image (EOI)



0:Y
luma (brightness)

1:Cb
blueness

A JPEG image
iIs decomposed 2:Cr

redness

Image

sjusuodwon


https://en.wikipedia.org/wiki/Luma_(video)

"\LCb blueness
| | ‘ H I"\Z:Cr redness

QD |
" v
RED ALER

0:Y luma
(grayness)

Each scan increases definition
= progressive file, smaller scans



Welcome to

Wit
"'fljr)r)] r)f b(zdmbf



libJPEG's JPEGTran & wizard.doc

Advanced usage instructions for the Independent JPEG Group's JPEG software

This file describes cjpeg's "switches for wizards".

The "wizard" switches are intended for experimentation with JPEG by persons
who are reasonably knowledgeable about the JPEG standard. If you don't know
what you are doing, DON'T USE THESE SWITCHES. You'll likely produce files
with worse image quality and/or poorer compression than you'd get from the
default settings. Furthermore, these switches must be used with caution
when making files intended for general use, because not all JPEG decoders
will support unusual JPEG parameter settings.

$ jpegtran --help
usage: jpegtran [switches] [inputfile]

Switches (names may be abbreviated):

Quantization Table Adjustment

-copy none

Copy no extra markers from source file

-copy comments Copy only comment markers (default)

-copy all
-optimize
-progressive

Ordinarily, cjpeg starts with a default set of tables (the same ones given
as examples in the JPEG standard) and scales them up or down according to
the -quality setting. The details of the scaling algorithm can be found in
jcparam.c. At very low quality settings, some quantization table entries
can get scaled up to values exceeding 255. Although 2-byte quantization
values are supported by the IJG software, this feature is not in baseline
JPEG and is not supported by all implementations. If you need to ensure
wide compatibility of low-quality files, you can constrain the scaled
quantization values to no more than 255 by giving the -baseline switch.
Note that use of -baseline will result in poorer quality for the same file
size, since more bits than necessary are expended on higher AC coefficients.

-grayscale

-transpose
-transverse
-trim

-cut WxH+X+Y

You can substitute a different set of quantization values by using the
-qtables switch:

-flip [horizontal|vertical]
-rotate [90]180|270]

Copy all extra markers
Optimize Huffman table (smaller file, but slow compression)
Create progressive JPEG file

Switches for modifying the image:

Reduce to grayscale (omit color data)

Mirror image (left-right or top-bottom)
Rotate image (degrees clockwise)
Transpose image

Transverse transpose image

Drop non-transformable edge blocks

Cut out a subset of the image

Switches for advanced users:

-qtables file
named file.

Use the quantization tables given in the —restart N

-maxmemory N

Set restart interval in rows, or in blocks with B

Maximum memory to use (in kbytes)

-outfile name Specify name for output file

http://libjpeg.cvs.sourceforge.net/viewvc/libjpea/libjpea/wizard.doc?content-type=text%2Fplain o =

Switches for wizards:

-scans file

oS =

Create multi-scan JPEG per script file


http://libjpeg.cvs.sourceforge.net/viewvc/libjpeg/libjpeg/wizard.doc?content-type=text%2Fplain

Custom scans

Use JPEGTran's to tweak scans
and make them smaller than 64Kb,

Wizardry is hard:
e JPEGTran is inconsistent
e [he documentation's examples are broken.
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1944x2508 100%, 860 Kb = 20 scans

Syntax:

component: byte min-max, bit min, bit max;



Limitations?

LIbJPEG has an limit of 100 scans.
On writing. Not on reading ;)

= we could release a multi-page doc,
but it's giving mobiles a hard time.



Shattered: It's a JPEG in a PDF

e \We still want a PDF file!
- AN
e PDF header, declare image @N&N
e Reference all /Image parameters after the file data.
o After the collision blocks
e Put 2 images contents
o With the same parameters, unlike MalSHA1

e Put image parameters values
e Finalize PDF file.



PDF trick structure

PDF Header
image object

..............

content
JPEG header

reference to properties

icollision blocksi

/.

. JPEG data
X lmage properties
PDF content

= page 1
.l page 2
page 3
| page 4
W PDF footer

e

prefix
(pre-determined)

computed

suffix
(appended after computation)



8 brain-year,
100 GPU-year

Mogs DeTyys HEpe

\

and 6500 CPU-year later...

Woohoo! We have a collision!
"Here is the file..."


https://www.youtube.com/watch?v=0gX2nEbMOnw

%&%ﬁ% The gmae wave

SN ;,}1% off Stevens13

J\-.



https://en.wikipedia.org/wiki/The_Great_Wave_off_Kanagawa

Then this happened...

Marc Stevens

to me,
Hi Ange,

| did what you said, but the files did not collide.

I completely lost my... ;)

[ ALSOLOST COMPATIBILITY WITH ADOBE AND SAFART AT SOME POINT...



Lessons learned

e Keeping notes and PoCs helps.

e adiary and a log of command lines
might seem overkill...
...but it really helps!

(Especially as readers have been updated in the meantime!)



Shattered is real

With @ bug reported!
SHARTTERE



https://www.virusbulletin.com/blog/2017/10/gabor-szappanos-wins-fourth-peter-szor-award/
https://pwnies.com/winners/
https://www.youtube.com/watch?v=0gX2nEbMOnw

Identical
prefix

Collision
blocks

Suffix

File 1

File 2

000: 2550 4446 2d31 2e33 0a25 e2e3 cfd3 Oala YPDF-1.3.%...... PDF header 2550 4446 2d31 2e33 0a25 e2e3 cfd3 Oala YPDF-1.3.%......
010: 0a31 2030 206f 626a 0a3c 3c2f 5769 6474 .1 0 obj.<</Widt 0a31 2030 206f 626a 0a3c 3c2f 5769 6474 .1 0 obj.<</Widt
020: 6820 3220 3020 522f 4865 6967 6874 2033 h 2 0 R/Height 3 6820 3220 3020 522f 4865 6967 6874 2033 h 2 0 R/Height 3
030: 2030 2052 2f54 7970 6520 3420 3020 522f 0 R/Type 4 0 R/ 2030 2052 2f54 7970 6520 3420 3020 522f 0 R/Type 4 0 R/
040: 5375 6274 7970 6520 3520 3020 522f 4669 Subtype 5 0 R/Fi image object 5375 6274 7970 6520 3520 3020 522f 4669 Subtype 5 0 R/Fi
050: 6c74 6572 2036 2030 2052 2f43 6f6c 6f72 lter 6 0 R/Color declaration 6c74 6572 2036 2030 2052 2f43 6f6c 6f72 1lter 6 0 R/Color
060: 5370 6163 6520 3720 3020 522f 4c65 6e67 Space 7 0 R/Leng 5370 6163 6520 3720 3020 522f 4c65 6e67 Space 7 0 R/Leng
070: 7468 2038 2030 2052 2f42 6974 7350 6572 th 8 0 R/BitsPer 7468 2038 2030 2052 2f42 6974 7350 6572 th 8 O R/BitsPer
080: 436f 6d70 6f6e 656e 7420 383e 3e0a 7374 Component 8>>.st 436f 6d70 6f6e 656e 7420 383e 3e0a 7374 Component 8>>.st
0906 haeredtn. Vet defIcmumem length: 0x017f [$2% -~ -+ AGHALT, JPG header '('111(.1 JTT205 GG Oart agre Iconlment length: 0}(017’3]6,}3“m """ deth=
0a0: 2069 7320 6465 6164 . A\Jis dead!!!!!./. f  comment declaration | 2069 7320 6465 6164 - —\Jis dead!!!!!.
0b0: 0923 3975 9¢39 blal c63c 4c97 elff feﬁ \#911‘9 L., 0923 3975 9c39 blal cB3c 4cO7 elff feﬁ J.#Qu.Q.,AL .....
0cO: 7146 dc93 a6b6 TeOl 3b02 Saaa 1db2 560b \F....".;..... V. ‘_346 dc91 66b6 Tell 8f02 9ab6 21b2 BFE T oan Fa N
0d0: 45ca 67d6 88c7 £84b 8cdc 791f e02b 3df6 |.g....K.Ly..+= f9ca 67cc a84c - R STEO R
0e0: 14f8 6dbl 6909 01cb 6b45 c153 Oafe dfb7 |[.m.i...kE.S.... 18£8 6db3 AEBA e Masasenyass E.O&
0f0: 6038 €972 722f e7ad 728f 0e49 04e0 46¢c2 [8.rr/..r..I..F. dc38 e86a 4642 8.j./..v.B..F.
100: 3057 Ofe9 d413 98ab el2e fbbc 942b e335 fOW........... +.5 3cb7 Ofeb e SR SCHI LRI o
110: 42a4 802d 98b5 d70f 2a33 2ec3 7fac 3514 - 23 eBa fead 8037 B0 so: MfEcas DB
120: e74d dcOf 2c¢ccl a874 cdOc 7830 5a21 5664 .M..,..t..x0Z!'Vd eb4d dc0d 5660 .M..... dy.x,v!IV’
130: 6130 9789 606b dObf 3£98 cda8 0446 2941 a0.. k..7....F). dd30 97, bcd6 29b1  .0...k..7....F).
o ————— o y - same hash at this point y -
230: 0000 fffe 012d 0000 0000 0000 0000 ffed .....-.......... l 0000 fffe 012d 0000 0000 0000 0000 ffed ..... A e s 1
240: 0010 4a46 4946 0001 0101 0048 0048 0000 ..JFIF..... H.H.. T 0010 4a46 4946 )eominents' chain® 0000 o BTB b o H.H..
32a0: e9d6 d667 a7b0 7e65 1299 e39d 39c0 c7if SUF -y - SRR R J e9d6 d667 b0 7e65 1289 e39d 39c0 c7ff ...g..7e....9... J
3b0: d92d 2d2d 2dff e000 104a 4649 4600 0101 .----....JFIF... d92d 2d2d 2dff 000 104a 4649 4600 0101 -—-- JFIF...
3c0: 0100 4800 4800 00ff db0O0 4300 0101 0101 %) I : (R Cinenes 1 second image data 0100 4800 4800 00ff db0O 4300 0101 0101 ..H.H..... Blisamivwss 1
(ignored)
4eQ: 4bl4 97f7 7£39 fcd7 f1ff d90a 656e 6473 K....9.. .endsJ 4bl14 97f7 7£39 fcd7 f1ff d90a 656e 6473 K....9...... endsJ
4f0: 7472 6561 6d0a 656e 646f 626a Oala 3220 tream.endobj..2 7472 6561 6d0a 656e 646f 626a 0ala 3220 tream.endobj..2
500: 3020 6f62 6ala 380a €56e 646f 626a 0ala 0 obj.8.endobj. 1 (3020 6£62 6a0a 380a 656e 646f 626a Qala O obj.8.endobj..
PDF footer
840: 3e0a 0a73 T461 7274 7872 6566 0a3l 3830 >. .startxref.lBOJ lSeOa 0a73 7461 7274 7872 6566 0a31 3830 >..startxref.180
850: 380a 2525 454f 460a 8. 4L/EOF. 380a 2525 454f 460a 8. %AEQOF .

official PoCs, side by side



000 off 4F o1 F s= ol s 8 \i &) B2 B3 BF DB Vi \a

010: \n .1 0 G B ] o »8 & of Md A T

020: .h 2 <1 B ol H F L B L N

- 030: .0 R./.T.y.p.e 4 .0 R ./

e al S 040: .S .u .b .t .y .p .e .5 v Bl af o of

050: .1 .t .e .r B .| e f =B 8 wl 8 T

060: .S .p .a .c .e il .0 R ./ .L .e .n .g

070: .t .h 8 .0 il s =B o3 #F o9 <P 48 .F

080: € @ «H P <0 0 & A B B =¥ P NI 8 %

090: .r .e .a .m \n FF D8 FF FE 00 24 .S .H .A .- .1

0a0: .1 .8 < 8 8 ol Y ! 1 ! ! 8 ZF EC

PDF signature 000: %PDF-13 | Ob0:_ 09 23 39 75 9C 39 B1 A1 C6 3C 4C 7 E1 FF FE 01
non-ASCII marker 009: %aalO 0cO: 77

object declaration 011: 1 0 obj
image object properties 019: << /Width 2 0 R/Height 3 0 R/Type 4 0 R/Subtype 5 0 R/Filter 6 0 R
/ColorSpace 7 0 R/Length 8 0 R/BitsPerComponent 8> >
stream content start 08e: stream
JPEG Start Of Image 095: |FF D8 ,_Eength: 36

= ~—
1PEC nnmmnvﬂ» 007 . EL _EE 00 24

L e = | T,

hidden death statement 09b: SHA-1 is dead!!!
randomization buffer 0Qad: B5 ‘2F EC 09 23 .39 75 9C 39 Bl Al €6 3¢ 4€ 97 El

1D PO s it B

_______ % i.‘;‘.‘i.‘;‘f’ﬁ‘.‘_“.‘i‘.“‘_._".ﬂ‘.“_' X i
. '?'?
start of collision block 0cO:

length 0177



Impact
Sty B g g
e CVE-2005-4900 updated :)

e [t broke SVN in practice!
O SHA1 for dedUp'lCathn .C'P.lecksum mismatch: shattered-2.pdf

expected: 5bd9d8cabc46041579a311230539b8d1

o MD?5 for integ rlty got: ee4aa52b139d925f8d8884402b0a750c
e BitErrant
o BitTorrent uses SHA1

for file chunks



https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2005-4900
https://bugs.webkit.org/show_bug.cgi?id=168774#c23
https://biterrant.io/

Internet does its thing...

e PoCs generators

O simple within 5 hours (!)
o advanced

e HTML collision

first public PoCs

o A

arw@$ for i in 1 2; do curl -s https://arw.me/f/$i.html | shasum -a 1; done
ba97502d759d58f91ed212d7c981e0cfdfb70eef -
ba97502d759d58f91ed212d7c981e0cfdfb70eef -

arw@$ for i in 1 2; do curl -s https://arw.me/f/$i.html | shasum -a 256; done
4477a514fa5e948d69e064a4e00378c69262e32e36c079b76226ae50e3d312cf -
71c484897c7af6cb34cffa8f7c12dc3bf7fc834ed7f57123e21258d2f3fc4ba6é -

e Used in Boston Key Party CTF, 50 pts

FLAG{AfterThursdayWeHadToReduceThePointValue}

e Bitcoin bounty claimed ;) [2.8K€]



https://alf.nu/SHA1
https://github.com/nneonneo/sha1collider
https://twitter.com/arw/status/834883944898125824
https://github.com/bl4de/ctf/blob/master/2017/BostonKeyParty_2017/Prudentialv2/Prudentialv2_Cloud_50.md
https://blockchain.info/address/37k7toV1Nv4DfmQbmZ8KuZDQCYK9x5KpzP
https://twitter.com/arw/status/834883944898125824
https://twitter.com/arw/status/834883944898125824

Enthustast feedback

Bruce Schneier

Yes, this brute-force example has its own website.

Linus Torvald

...In a project liRe git, the hash isn't used for "trust’

John Gilmore

Linus [...] wired assumptions about SHAI1 deeply into git.
Robert J. Hansen [OpenPGP, 2013]

Scaremongering about crypto is one of the quickest ways to make me angry.



https://www.schneier.com/blog/archives/2017/02/sha-1_collision.html
https://plus.google.com/+LinusTorvalds/posts/7tp2gYWQugL
http://www.metzdowd.com/pipermail/cryptography/2017-February/031623.html
https://lists.gnupg.org/pipermail/gnupg-devel/2016-May/031090.html

We can do more

It's not just about full-page pictures.



It's not just full-page pictures

e It's a standard PDF document, with a 'bipolar' JPEG.
e Any PDF element can be part of the JPEG.
o A multi-page doc w/ an image with appended pages.
o A totally standard doc, with only a few elements
replaced.



The first collision for full SHA-1

Marc Stevens', Elie Bursztein?, Pierre Karpman', Marcel Dupont?®, Yarik Markov*

! CWI Amsterdam

2 Google Research

info@shattered.io
https://shattered.io

Abstract. SHA-1 is a widely used 1995 NIST cryptographic hash function standard that was
officially deprecated by NIST in 2011 due to security weakness 1
in various analyses and theoretical attacks.

Despite its deprecation, SH. ains widely used in 2017 for document and TLS certificate
and also in many software such as the GI
backup purpose:

signatures

sioning system for integrity and

A key reason behind the reluctance of many industry players to replace SHA-1 with a safer
alternative is the fact that finding an actual collision has seemed to be impractical for the
past eleven years due to the high complexity and computational cost of the attack.

In this paper, we demonstrate that SHA-1 collision attacks have finally become practical
by providing the first known instance of a collision. Furthermore, the prefix of the colliding
messages was carefully chosen so that they allow an attacker to forge two PDF documents
with the same SHA-1 hash yet that display arbitrarily-chosen distinct visual contents.

‘We were able to find this collision by combining many special cryptanalytic techniques in

complex ways and improving upon previous work. In total the computational effort spent is
equivalent to 2! SHA-1 compressions and took approximately 6500 CPU years and 100
GPU years. As a result while the computational power spent on this collision is larger than
other public cryptanalytic computations, it is still more than 100000 times faster than a
brute force search.
Keywords: hash function, cryptanalysis, collision attack, collision example, differential path.

1 Introduction

A cryptographic hash function H : {0,1}* —» {0,1}" is a function that computes for

any arbitrarily long message M a fixed-length hash value of n bi

. It is a versatile

cryptographic primitive used in many applications including digital signature schemes,
message authentication codes, password hashing and content-addressable storage. The

security or even the proper functioning of many of these applications rely on the assumption
that it is practically impossible to find collisions. A collision being two distinct messages ,
y that hash to the same value H(x) = H(y). A brute-force search for collisions based on
the so-called birthday paradox has a well understood cost of \/7/2 -2/ expected calls to
the hash function.

The MD-SHA family of hash functions is the most well-known hash function family,
which includes MD35, SHA-1 and SHA-2 that all have found widespread use. This family
originally started with MD4 [30] in 1990, which was quickly replaced by MD5 [31] in 1992
due to serious security weaknesses (7, 9]. Despite early known weaknesses of its underlying
compression function [8], MD5 was widely deployed by the software industry for over a
decade. A project MD5CRK that attempted to find a collision by brute force was halted
early in 2004, when a team of r

carchers led by Xiaoyun Wang [43] demonstrated collisions
for MD5 found by a groundbreaking special cryptanalytic attack that pioneered new
techniques. In a major development, Stevens et al. [38] later showed that a more powerful
type of attack (the so-called chosen-prefiz collision attack) could be performed against
MD5. This eventually led to the fors
completely undermined HTTPS secus

of a Rogue Certification Authority that in principle
ty [39] in 2008. Despite this, even in 2017 there are
still issues in deprecating MD5 for signatures [16].

d3f968d604bflc31ladb3aaecdof6b2fad4c33402



The first collision for full SHA-1
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Abstract. SHA-1is a widely used 1995 NIST cryptographic hash function standard
officially deprecated by NIST in 2011 due to security

in various analyses and theoretical attacks.

Despite its deprecation, SHA-1 remains widely used in 2017 for document and TLS certificate
signatures, and also in many software such as the GIT versioning system for integrity and
backup purposes.

A key reason behind the reluctance of many industry players to replace SHA-1 with a safer
alternative is the fact that finding an actual collision has seemed to be impractical for the
past eleven years due to the high complexity and computational cost of the attack

In this paper, we demonstrate that SHA-1 collision attacks have finally become practical
by providing the first known instance of a collision. Furthermore, the prefix of the colliding
sages was carefully chosen so that they allow an attacker to forge two PDF documents
with the same SHA-1 hash yet that display arbitrarily-chosen distinct visual contents.

We were able to find this collision by combining many special cryptanalytic techniques in
complex ways and improving upon previous work. In total the computational effort spent is
equivalent to 2°*! SHA-1 compressions and took approximately 6500 CPU years and 100
GPU years. As a result while the computational power spent on this collision is larger than
other public eryptanalytic computations, it is still more than 100000 times faster than a
brute force search.

Keywords: hash function, cryptanalysis, collision attack, collision example, differential path.

1 Introduction

A cryptographic hash function H : {0,1}* - {0,1}" is a function that computes for
any arbitrarily long message M a fixed-length hash value of n bits. It is a versatile
eryptographic primitive used in many applications including digital signature schemes,
message authentication codes, password hashing and content-addressable storage. The
security or even the proper functioning of many of these applications rely on the assumption
that it is practically impossible to find collisions. A collision being two disti S
y that hash to the same value H(x) = H(y). A brute-force search for collisions based on
the so-called birthday paradox has a well understood cost of \/7/2 - 2"/? expected calls to
the hash function.

The MD-SHA family of hash functions is the most well-known hash function family,
which includes MD5, SHA-1 and SHA-2 that all have found widespread use. This family
arted with MD4 [30] in 1990, which was quickly replaced by MD5 [31] in 1992
due to serious security weaknesses [7, 9]. Despite early known weaknesses of its underlying
ion function [8], MD5 was widely deployed by the software industry for over a
decade. A project MD5CRK that attempted to find a collision by brute force was halted
early in 2004, when a team of researchers led by Xiaoyun Wang [43] demonstrated collisions
for MD5 found by a groundbreaking special cryptanalytic attack that pioneered new

hniques. In a major d Stevens et al. [38] later showed that a more powerful
type of attack (the so-called chosen-prefiz collision attack) could be performed against
MD5. This eventually led to the forgery of a Rogue Certification Authority that in principle
completely undermined HTTPS security [39] in 2008. Despite this, even in 2017 there are
still issues in deprecating MD5 for signatures [16].
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What's JPEG?

e An image format
e A lossy data storage format (specialized for photos?)
o PDF takes it too literally:
3 out of 6 readers accept JPEG-stored data
for non-images objects, such as page content

(rejected by browsers)

100RG // color = red
150 w // width

53 53 m // start point
558 558 1 // end point
B // draw path
53 558 m

558 531

B




Lossless JPEG?

e Quality 100%
e Grayscale JPEG = no component mixing
Still lossy!

e JPEG is 8x8 block based
= Repeat content lines 8 times.
o Pad a little to prevent truncation

= Reliably works !



DEMO

If

by Rudyard Kipling

If you can keep your head when all about you
Are losing theirs and blaming it on you,

If you can trust yourself when all men doubt you,
But make allowance for their doubting too;

If you can wait and not be tired by waiting,
Or being lied about, don't deal in lies,

Or being hated, don't give way to hating,
And yet don't look too good, nor talk too wise:

If you can dream-and not make dreams your master;
If you can think-and not make thoughts your aim;

If you can meet with Triumph and Disaster
And treat those two impostors just the same;

If you can bear to hear the truth you've spoken
Twisted by knaves to make a trap for fools,

Or watch the things you gave your life to, broken,
And stoop and build 'em up with worn-out tools:

If you can make one heap of all your winnings
And risk it on one turn of pitch-and-toss,

And lose, and start again at your beginnings
And never breathe a word about your loss;

If you can force your heart and nerve and sinew
To serve your turn long after they are gone,

And so hold on when there is nothing in you
Except the Will which says to them: 'Hold on!’

If you can talk with crowds and keep your virtue,
Or walk with Kings-nor lose the common touch,
If neither foes nor loving friends can hurt you,
If all men count with you, but none too much;
If you can fill the unforgiving minute
With sixty seconds’ worth of distance run,
Yours is the Earth and everything that's in i,
And-which is more-you'll be a Man, my son!

d13215922636de3074ecdf63bfleee4910301502




If

by Rudyard Kipling

If you can keep your head when all about you
Are losing theirs and blaming it on you,

If you can trust yourself when all men doubt you,
But make allowance for their doubting too;

If you can wait and not be tired by waiting,
Or being lied about, don't deal in lies,

Or being hated, don't give way to hating,
And yet don't look too good, nor talk too wise:

If you can dream-and not make dreams your master;
If you can think-and not make thoughts your aim;

If you can meet with Triumph and Disaster
And treat those two impostors just the same;

If you can bear to hear the truth you've spoken
Twisted by knaves to make a trap for fools,

Or watch the things you gave your life to, broken,
And stoop and build 'em up with worn-out tools:

If you can make one heap of all your winnings
And risk it on one turn of pitch-and-toss,

And lose, and start again at your beginnings
And never breathe a word about your loss;

If you can force your heart and nerve and sinew
To serve your turn long after they are gone,

And so hold on when there is nothing in you
Except the Will which says to them: "Hold on!’

If you can talk with crowds and keep your virtue,
Or walk with Kings-nor lose the common touch,
If neither foes nor loving friends can hurt you,
If all men count with you, but none too much;
If you can fill the unforgiving minute
With sixty seconds’ worth of distance run,
Yours is the Earth and everything that's in it,
And-which is more-you'll be a Man, my son!

2 sha1-colliding PDFs with vector content stored as lossless JPEG data.



"JPEG as image,
JPEG as data...

Why not both?



Lossless data and lossy image

e Pad data to match image width
e Store 8 times to make lossless
e Append image

A page content can reference itself

No page content terminator :(
= lossly data could fail rendering - YMMV



Standard Page codge + padding
showing (itself as) alNmage
Displaying text
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Crossbones

2 sha1-colliding PDFs with mixed JPEG (on different readers)

de9b4237c940ec4af249f2c80bcd841537F6624c



Shattered:
one blocks pair,
many kinds of PoCs!

Trivial to detect at file level,
tricky to detect at rendering level.



MDS?!

It's already broken!
Nothing to see here, right?



Multi-collision files

Why create only a pair of colliding files
when you can create 2°%° ?

2609_
212455197126706839475835282620987450931837247090812769279777655280161423944340897095665
000906091714267555731794498600406138631735061082895763807991506634940777532508334157287

6126912512
(184 digits)



\What's a collision?

Variable content, same hash



Hashquine

Display your own file's hash

It's a mental trick:
"how do you know the hash in advance?”

g
vy o
Iy t

’

WE 1y

Ligsy



Fake hashquine

Actually a script that computes
and display its own hash

Often comes with obfuscation ;)



Format hashquine

1 passive collision = take this file or skip to the next.
X collisions = X+1 versions of the same element.

1. Store multiple versions of visual elements

in a chain of collisions.
2. Display the file hash in the file.



Data Hashquine
1 collision == 2 alternate contents = 1 bit of data.

Put some code that parses the bits and
displays the stored value.

More collision efficient than format hashquines,
but requires code to be executed. ey
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PDFs by Mako

eee € md5text.pdf

Eoven | QM@ E SI|[1 ] |[re5%]-]] ] = Tools | Fill &Sign = Commen t

66DA5EO7COFD4C921679A65931FF8393 As text

$ pdftotext -g md5text.pdf -
66DA5SEQ7COFD4C921679A65931FF8393

$ md5sum md5text.pdf
66da5e07c0fd4c921679a65931ff8393 md5text.pdf




Very nice writeup for GIF

GIF MD5 hashquine

Copyheart Rogdham, 2017

22d058dd8aad588cadeadf33e6c9977e

GIF & TIFF,
by Rogdham

bit-hashquine TIFF with writeup, but 4 Gb !

File structure overview
IDH IDF

TIFF MD5 hashquine

Copyheart Rogdham, 2017

Sorry for being 4Go

What is a hashquine?

“Hashquine” is a term coined by foone meaning “file that
show their own hash”.

How to read the md5 from this image?

The centre of the image sets the md5 one bit at a time:
[113 means a bit 0 at position 0x13
37 means a bit 1 at position 0x37

How did you do it?

An overview of this file structure is drawn on the right of
this image.

For more details, look at www.rogdham.net, I may have
posted an article there explaining everything together
with the source code to generate it.

Why is this file so HUGE?

This is due to the way I made the hashquine. I chose to
use the generated md5 collision blocks as offset to tiles.
TIFF offsets are 32 bits unsigned integers counted from
the beginning of the file. I did not chose the collision
blocks, so offsets are up to 2#32 which is 4Go. Sorry!

Is this a valid TIFF file?

Unless I made a mistake anywhere, it should be!
However, I used tiles instead of strips, so your reader
needs to understand TIFF 6.0.

At some point I wanted to make the image size (in pixels)
smaller, by using smaller tiles. However, tiles widths and
heights must be multiple of 16 pixels, so I decided to use
16x16 pixels tiles.

41

49 49 2a 00 #tags

*
\LI 44 01/04 00

G0 10 6@ 00
*Tile0ffset

00 09 B8 00

TileOffset is an
array of unsigned
integers pointing to
the tiles of the
image

Collision blocks are used as the content of the
TileOffset array; here are two collisions blocks
side by side, with the tiles each integer points to:

7n
Oe 88
€7 8e

22 4a

e2 df
84 Be
8f b4
6a
33 4
63 Se

de f9[49] 46

27 ee

69 58 22 7d
6f cb e2 df
€7 69 84 Be
57 63 8f bd
[c3] 71 6a [7e]
Oe 88 33 c4
c7 8e 63 Se
4e f9[c9) 46

22 4a 27 ee

Because the second to last integer are always
different in the collision blocks generated with
fastcoll, we can chose them to points to a tile
displaying a 0 (on the left) or a tile displaying a 1

(on the right).

Changing one collision block for the other will
display the 0 or the 1 tile, without changing the

file md5



https://www.rogdham.net/2017/03/12/gif-md5-hashquine.en
https://www.rogdham.net/2017/03/12/gif-md5-hashquine.en
https://www.rogdham.net/2017/03/12/gif-md5-hashquine.en

PoC||GTFO 0x14

Articles about hashquines.
But also hashquine itself,
and polyglot!

by Evan? and Philippe

14:09 MD5 Postscript

14:10 MD5 PDF

14:11 MD5 GIF

14:12 This PDF is an NES MD5 Quine




A LaTeX-generated = == > s

PDF h 7 Gott bewahre mich vor jemand, der nur ein Biichlein gelesen hat; sro camms
The MD5 hash of this PDF is SEAF00D25C14232555A51A50B126746C. Mar
PoC||GTFO € 0. $0 USD, $0 AUD, 10s 6d GBP, 0 RSD, 0 SEK, $50 CAD, 6 x 10% Peng6 (3 x 10
== ===y

...also a NES rom...

~
Ethernet Over G —

FCEUX 2.2.1

PoCIGTFO

ISSUE DXia

in. & F-DIHG DHIOEAKIMHG

i4: 03 DESERT STUDRIES

ia: 0d FLUSHEDELOAD ATTOCKS
10: 05 AMTI-HEYLOGGIHEG
ia: 6 OHDOH HODS H ADH
ia: 0'F ETHERHET OVER GDE
id. 08 CONTROL POHEL YULHS
i4: 0% HDS POSTSCRIPT

ida: 10 HDT PDF

ia: 11 HDS GIF

iq: i VOU"RE LOODKIHG AT IT

, : GOTT BEHOHRE HWICH VOR JEHAWD,
. o T DER HUR EIM

The MD5 hash of this PDF is 5EAF00D25C142325 A50B126746C. March 20, 2017. ) BUCHLEIHN GFEFLESEM HAT;
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(15x32=480 collisions)
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The MD5 hash of this PDF is 5SEAF00D25C14232555A51A50B126746C. March 20, 2017.
€0, $0 USD, $0 AUD, 10s 6d GBP, 0 RSD, 0 SEK, $50 CAD, 6 x 102 Pengd (3 x 10% Ad6peng).

1 extra collision = hidden cover, same MD5.
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You know
a cryptographic hash
IS really broken

.....

Ly Mg

a fancy fidget spinner. 58y &

When you generate 609 of its collisions for fun.

In total, 9824 collisions were computed for the making of this issue.



https://www.chrisbathgate.com/

Other formats?

Certificates, PNG...



w0, X.50QVvYy SSL Certificate

MIIBATCCAS+gAwIBAgICEzcwDQY JKoZIhveNAQEFBQAWIDENMASGA

1UEAwWWEUm9vdDETMBEGA1UECgwKUm9vdHMgSW5 i LjAe FwoXNTAXMT | T T H
UwNDUWMTZaFw@xNTA3MTQwNDUWMTZaME4xCzAJBgNVBAYTALVTHQO = eC O e n O | O n x . 5 O 9
wCwYDVQQIDARPaG1lvMQ8wDQYDVQQKDAZDaXR5IEIxDzANBgNVBAsM

B1VuaXQgQj EOMAWGALUEAWWFY 15 1b20wTDANBgkqhkiGOwOBAQEFA

e o T 373 Bytes Loertificate]

HwYDVRO3jBBgwFoAUVyBugAhadnq2p5w0G1imrT/ZRm4wwDQY JKoZ I 1f1

ﬁv::lNAQEFéQAganmeésxgsDaEsg7?aleungSS/ngzszxABxgau 363 By‘tes [tbsCe rtlflcate]

Ve e 3 Bytes [0]
/ 1 Byte [Version] 3
000: 38 8; ei 7; “ B E7TBEOABEDREF 2 Bytes [serial number] 4919 _ __ ____ _____________________|

T ———— 3882861 2 5 ea 7 13 Bytes [signatureID]

02 01 62 ,, ., 43 P 9 Bytes [shalWithRSAEncryption] 1.2.840.113549.1.1.5
010:
30 Bytes [validity]
13 Bytes [notBefore] 2015-01-15 04:50:16 UTC

950: 13 Bytes [notAfter] 2015-07-14 04:56:16 UTC

: 36 5A : ; 3 :
ae?f ; ; 76 Bytes [subjectPublicKeyInfo] [rsaEncryption] 1.2.840.113549.1.1.1
g8l g3 11 73 3% 4i o : 11 3 [modulus] 2650597835409943238585424094982081002591172890993985557600
vre. £r b o1 24 a1 gg BETETTEEWEEE g ys Tt 6559733627078272702522774997635806320016501911976396507687
moannnuniEE L Press, e
9ol G2oag oo pn 18 44 Ger e we b Do R el ef o @a 7 OVSE<SCliexponemtlseSS37 0 ]

B3 ST 30 2F 49 Bytes [extension block]
S016C 96 03 55 1D 13 47 Bytes [extensions]
110: o1 Galin = 12 Bytes [x.509 extension]
— 3000 30 1F 3 Bytes [Basic Constraints] 2.5.29.19
86 63 55 1D 23
120: 16 S ———— % 2 Bytes [isCA, pathLengthConstraints]
130: 59 AB 4F F6 51 9B 8C 0 Bytes [empty] Not a CA, No Path Constraints
[3e @D 96 00 SA 85 48 86 £7 31 Bytes [x.509 extension]
140:  WDIOL BT ES o 3 Bytes [authorityKeyIdentifier] 2.5.29.35
[83 31 08 66 7C 47 52 CO E4 83 24 Bytes

150: 50 46 2B EE 26 BE 37 5B BS B2 34 B9 FC 60 73 A® Y.
5 SEECEBEnER PR 72 Bytes [heyldentifier)

- \ 20 Bytes [0] 572EAEA8085A767AB6A79COE1B59ABAFF6519B8C
ASN | 30 xx Sequence 17 xx UTC Time 13 Bytes [signatureAlgorithmID]

*1 82 xx Integer 9 Bytes [shalWithRSAEncryption] 1.2.840.113549.1.1.5

Ty pes 06 xx OID 04 xx Octet String 9 Bytes F”Ull] - -

xx Bytes 95 66 NULL 83 xx Bit String 49 Bytes [signatureValue].f|GR...PF+.&.7[..4.."s.,@.|Z._..V.d:Hi..........

Copyright © Carl Mehner 2015 www.cem.me

_____ ______ As Defined in the MwyngW[HWf/

SAnY

[ X3 pUI/d/atn Wad MMM,/


https://www.cem.me/pki/index.html

FIELDS VALUES

SIGNATURE stenstwre V278, |,

size 0x0000000D
id IHDR
height 0x00000001
HEADER
color oxo2RGB
compression oxeeDEFLATE
filter 0x00
interlace 0x00
@ 1 2 3 456 78 9 ABCODEF CRC32 Ox948283E3
@0: 89 .P .N .G 0D ©A 1A oA[eo @@ @@ @D .I .H .D .R it P
10: 00 o 00 00 00 01 08 02 00 00 00 94 82 83 e BRIIbRa0LE
20: E3'00 @0 00 15 .I .D .A .T @8 1D @1 OA @0 F5 FF Z|__|Bl-window et ;Eggeamoa
30: 00 FF 00 00 00 FF 00 60 00 FF O F3 02 FE E9 32 method olioooainadDERLTE
PNG 40: 61 E5/00 00 00 @0 .I .E .N .D AE 42 60 82 DATA o R R i

checksum ox081D % 31 = ©
Strengths: DEFLATE[2ast block ebeeeapee1FINAL
. block type ebeeeeaee1RAN
e 38 byte signature data length  exeeon
Ilength OXFFF5

e Chunk types after lengths
e 4 byte lengths
e Chunk CRCs

Weaknesses:
e Easy to make ignored chunks
e CRC usually ignored

PIXELS[line filter  exeeNONE
| [FF @0 0@ o Fr o0 oo ee FF

adler32 OxOEFBO2FE
CRC32 OXxE93261E5

0x00000000

size
END BB
CRC32 OxAE426082




Attack < format pairing

Hash collision attack = constraints (prefix, mask)
File format = other constraints (structure, compatibility)

The same attack can be used with various file formats.

A file format trick can be used with different hashes.



Mako's PDF Hashquine with MD5

MalSHA1's JPEG trick + Shattered JPEG in PDF trick for SHA1
SHA'1 = SHA1 = MD5

B

W Pege| 11 @S| H[H L 2 Fina LAY

1AA13F4B83B42,4807E3DBEIZ60FFEZOR

@arw's HTML colliding pair made with Shattered prefix.
PDF = HTML (also works as polyglot)

arw@$ for i in 1 2; do curl -s https://arw.me/f/$i.html | shasum -a 1; done

ba97502d759d58f91ed212d7c981e0cfdfb70eef -
ba97502d759d58f91ed212d7¢c981e0cfdfb70eef -

arw@$ for i in 1 2; do curl -s https://arw.me/f/$i.html | shasum -a 256; done
4477a514fa5e948d69e064a4e00378c69262e32e36c079b76226ae50e3d312cf -
71c484897c7af6cb34cffa8f7c12dc3bf7fc834ed7f57123e21258d2f3fc4baé -

C 1Y @& Secure https://arw.me/f/1.html C d @& Secure https://arw.me/f/2.html

(@


https://twitter.com/arw/status/834883944898125824
https://twitter.com/arw/status/834883944898125824
https://arw.me/f/1.html
https://apocrypha.numin.it/sha1/a.pdf.html

Why?

"It's just a bag of trick anyway..."
'Crypto doesn't care about PoCs..."



Attacks rely on PoCs.

Attacks convince people to deprecate.
You don't get pwned by academic papers, but by their PoCs.

A new format trick could benefit MD5, SHA1...
or a future attack!

[N PRACTICE,

- SHATTERED GENER

- SHATTERED BROKE
]

DIDN'T THAT HELP!

ES AN INFINTTY OF COLLIDING DOCUMENTS, OF DIFFERENT KINDS.

AT
SIN.



...the end?

...we still have a few tricks up our sleeves ;)



Conclusion

e Hash collisions exploitation is a niche domain:
weird constraints, unusual challenges & rewards.

e Researching a file format manipulation now
could benefit on a future cryptographic attack.



FWIW (full personal disclosure)

e \When | was asked about MalSHA1, | saw no solution.
o | gave up for a while - I didn't think particularly about JPEG.
e In the meantime, | was challenged to encrypt with AES a JPEG to a JPEG.

= AngeCryption

e \With that knowledge, | succeeded for MalSHA1.

e That knowledge was the starting point for Shattered.
o | gave up at some time on the JPEG optimization aspect.
o But | kept that fidget spinning playfully.
o Found my 2 breakthroughs... in very unexpected places ;)

Don't give up! Keep that fidget spinning!


https://speakerdeck.com/ange/lets-play-with-crypto-v2

"How do you do all this?"

e | thought | lacked discipline. That led me nowhere.
e Just do what makes you giggle like a 3-year old.

(that's what playing with file formats does to me).
e Have fun! Eventually you'll get feedback, recognition...
e By then, you'll have no reasons to stop anymore.
e And you'll be happily disciplined by then.

Have fun!



Thanks for your attention!

Questions?

Special thanks to Marc & Maria

Philippe, Evan, spq, Mako, Greg, Melissa,
Elie, Jean-Philippe, and CommitStrip.

ANGE ALBERTINI

reverse engineering
VISUAL DOCUMENTATIONS

@angealbertini 2
ange@corkami.com )
http://www.corkami.com



http://www.commitstrip.com/en/2017/02/27/the-sha-1-alternative/

