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WinDBG Introduct ion

• Naming convention



WinDBG Introduct ion

We are here: cdb is the CLI



WinDBG Introduct ion

• Free Microsoft Debugger:
https://msdn.microsoft.com/en-
us/library/windows/hardware/ff551063(v=vs.85).aspx

• Mainly used for unmanaged code analysis…
• … but perfectly support .NET debugging

• Why is it not popular?
• Archaic user interface
• Unintuitive syntax
• Extremely unintuitive scripting language

• But extremely powerful with some practice.



WinDBG Introduct ion

• Unmanaged code analysis

• Display memory content: dX (where X is the type of data to display)
Syntax: dX start_address [end_address|Lsize]
• db: display bytes
• dp: display pointers
• du: display unicode

• Example:

0:000> db 029e30f0
029e30f0  41 42 43 44 45 00 00 00-00 00 00 00 00 00 00 00  ABCDE...........
029e3100  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
029e3110  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
029e3120  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
029e3130  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
029e3140  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
029e3150  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
029e3160  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................



WinDBG Introduct ion

• Unmanaged code analysis

• Breakpoint
• bp address : breakpoint at the address (or function)
• bl: list breakpoints
• bd X: disable the breakpoint X
• be X: enable the breakpoint X
• g: Go, execute the binary until the next breakpoint

• Breakpoint on specific event
• sxe ld library: break when library is loaded



WinDBG Introduct ion

• Unmanaged code analysis

• Dump memory content in a file
• .writemem filename start_address “end_address|Lsize”

• List loaded modules: lm

• List exported functions: x

• Useful documentation: http://windbg.info/doc/1-common-
cmds.html



WinDBG Introduct ion

• Managed code analysis

• First step: load sos extension
• .loadby sos clr

• SOS provides a new sets of commands dedicated to .NET debugging

• Help: !help



WinDBG Introduct ion

• Managed code analysis

• Breakpoint: !bpmd
• !bpmd library functionname: set a breakpoint
• !bpmd –list: list the current breakpoints
• !bpmd -clearall: remove the current breakpoints

• Example:

0:000> !bpmd mscorlib.dll System.Reflection.Assembly.Load
Found 8 methods in module 71041000...
MethodDesc = 71100b50
MethodDesc = 71100b7c
[redacted]
Setting breakpoint: bp 71B29095 [System.Reflection.Assembly.Load(Byte[], Byte[], 
System.Security.Policy.Evidence)]
Setting breakpoint: bp 71B29037 [System.Reflection.Assembly.Load(Byte[], Byte[], 
System.Security.SecurityContextSource)]
[redacted]
Adding pending breakpoints...



WinDBG Introduct ion

• Managed code analysis

• Get information on the Stack (managed code only): !CLRStack

• Example:

0:008> !CLRStack -p
OS Thread Id: 0x2d34 (8)
        Child SP               IP Call Site
000000a7f9ace700 00007fff977c96d9 
System.Diagnostics.Process.Start(System.Diagnostics.ProcessStartInfo)

PARAMETERS:
        startInfo (<CLR reg>) = 0x0000028cbd5faa18



WinDBG Introduct ion

• Managed code analysis

• Display information about an object (managed code only): !DumpObj

• Example:

0:009> !DumpObj /d 0000016580593b18
Name:        System.String
MethodTable: 00007fff9897de98
EEClass:     00007fff982d35f0
Size:        82(0x52) bytes
File:        C:\WINDOWS\Microsoft.Net\\v4.0_4.0.0.0__b77a5c561934e089\mscorlib.dll
String:      blaba
Fields:

MT    Field   Offset                 Type VT     Attr            Value Name
00007fff989807d8  400026f        8         System.Int32  1 instance               28 
m_stringLength
00007fff9897f050  4000270        c          System.Char  1 instance               68 
m_firstChar
00007fff9897de98  4000274       90        System.String  0   shared           static Empty



WinDBG Introduct ion

• Managed code analysis

• Complete documentation of SOS commands: 
https://msdn.microsoft.com/en-us/library/bb190764(v=vs.110).aspx



Case Study 1: PowerShell 
Analysis



Case Study 1 :  PowerShel l  Analysis



Case Study 1 :  PowerShel l  Analysis

• Powershell is an unmissable tool for malware developers…

• How to automate Powershell analysis ?

• Can we debug Powershell scripts with WinDBG ? 

YES we can



Case Study 1 :  PowerShel l  Analysis

• Usage of unmanaged code (for example dllimport)

• Standard WinDBG breakpoint => bp kernelbase!VirtualAlloc

• No specific WinDBG tricks, debug “as usual”



Case Study 1 :  PowerShel l  Analysis
• Usage of managed code == .NET framework

0:011> .loadby sos clr

0:011> !bpmd system.dll System.Diagnostics.Process.Start
Found 6 methods in module 00007fff97581000...
breakpoint: bp 00007FFF977C96D9 [System.Diagnostics.Process.Start(System.Diagnosti
breakpoint: bp 00007FFF97E8057D [System.Diagnostics.Process.Start(System.String
breakpoint: bp 00007FFF97E80539 [System.Diagnostics.Process.Start(System.String
breakpoint: bp 00007FFF97E804B6 [System.Diagnostics.Process.Start(System.String
breakpoint: bp 00007FFF97E80436 [System.Diagnostics.Process.Start(System.String
System.String, breakpoint: bp 00007FFF977C72DA [System.Diagnostics.Process.Start
Adding pending breakpoints...

• SOS for .NET analysis + breakpoint



Case Study 1 :  PowerShel l  Analysis
• Usage of managed code == .NET framework

Breakpoint 0 hit
System_ni+0x2496d9:
00007fff`977c96d9 488d0d08711e00  lea     rcx,[System_ni+0x4307e8 
(00007fff`979b07e8)]
0:008> !CLRStack -p
OS Thread Id: 0x2d34 (8)
        Child SP               IP Call Site
000000a7f9ace700 00007fff977c96d9 
System.Diagnostics.Process.Start(System.Diagnostics.ProcessStartInfo)

PARAMETERS:
        startInfo (<CLR reg>) = 0x0000028cbd5faa18

• .NET breakpoint & arguments playing



Case Study 1 :  PowerShel l  Analysis
• Usage of managed code == .NET framework

0:008> !DumpObj /d 0000028cbd5faa18
Name:        System.Diagnostics.ProcessStartInfo
MethodTable: 00007fff979ae380
EEClass:     00007fff975e29f0
Size:        144(0x90) bytes
File:        
C:\WINDOWS\Microsoft.Net\assembly\GAC_MSIL\System\v4.0_4.0.0.0__b77a5c561934e089\System.dll
Fields:

MT    Field   Offset                 Type VT     Attr            Value Name
00007fff9897de98  40027f3        8        System.String 0 instance 0000028cbd5fde18 fileName
00007fff9897de98  40027f4       10        System.String 0 instance 0000000000000000 arguments
[...redacted...]
00007fff9897ad70  4002806       58 System.WeakReference 0 instance 0000000000 weakParentProces
00007fff979af0a0  4002807       60 ....StringDictionary 0 instance 000000 environmentVariables
00007fff982e5ec0  4002808       68 ...tring, mscorlib]]  0 instance 0000000000000 environment

• .NET breakpoint & arguments playing



Case Study 1 :  PowerShel l  Analysis
• Usage of managed code == .NET framework

0:008> !DumpObj /d 0000028cbd5fde18
Name:        System.String
MethodTable: 00007fff9897de98
EEClass:     00007fff982d35f0
Size:        88(0x58) bytes
File:        
C:\WINDOWS\Microsoft.Net\assembly\GAC_64\mscorlib\v4.0_4.0.0.0__b77a5c56
1934e089\mscorlib.dll
String:      C:\WINDOWS\system32\notepad.exe

• .NET breakpoint & arguments playing



Case Study 1 :  PowerShel l  Analysis
• Usage of managed code == .NET framework

0:008> dp rcx+8 L1
0000028c`bd5faa20  0000028c`bd5fde18
0:008> du 0000028c`bd5fde18+0xC
0000028c`bd5fde24  "C:\WINDOWS\system32\notepad.exe"

• For geeks directly in RCX



Case Study 1 :  PowerShel l  Analysis
• Usage of managed code == .NET framework

0:011> .loadby sos clr

0:008> !bpmd system.dll System.Net.WebClient.DownloadFile
Found 2 methods in module 00007fff97581000...
MethodDesc = 00007fff976c1fe8
MethodDesc = 00007fff976c1ff8
Setting breakpoint: bp 00007FFF97DCAE0C 
[System.Net.WebClient.DownloadFile(System.Uri, System.String)]
Setting breakpoint: bp 00007FFF97DCADBC
[System.Net.WebClient.DownloadFile(System.String, System.String)]
Adding pending breakpoints...

• SOS for .NET analysis + breakpoint



Case Study 1 :  PowerShel l  Analysis
• Usage of managed code == .NET framework

Breakpoint 7 hit
System_ni+0x84adbc:
00007fff`97dcadbc 4885d2          test    rdx,rdx

• SOS for .NET analysis + breakpoint



Case Study 1 :  PowerShel l  Analysis
• Usage of managed code == .NET framework

0:008> du rdx+c
0000028c`bd53f13c  "http://blog.talosintelligence.co"
0000028c`bd53f17c  "m/"
0:008> du r8+c
0000028c`bd53f3b4  "c:\users\lucifer\desktop\demo.tx"
0000028c`bd53f3f4  "t"

• SOS for .NET analysis + breakpoint



Case Study 1 :  PowerShel l  Analysis

• Fully automate the process:



Case Study 2: .NET Unpacker



Case Study 2 :  .NET Unpacker

• First step: analysis of the packer with ILSpy: http://ilspy.net/
• Sample: 45c695e610d78178ec5ca6f4e1993afacf4e435b566cd2caf65408fb6080300f



Case Study 2 :  .NET Unpacker

• First step: analysis of the packer with ILSpy: http://ilspy.net/
• Sample: 45c695e610d78178ec5ca6f4e1993afacf4e435b566cd2caf65408fb6080300f



Case Study 2 :  .NET Unpacker

• First step: analysis of the packer with ILSpy: http://ilspy.net/

• Same packer but different algorithm: AES



Case Study 2 :  .NET Unpacker

• First step: analysis of the packer with ILSpy: http://ilspy.net/

• Common point:
• Assembly.Load() API



Case Study 2 :  .NET Unpacker

• Second step: WinDBG debugging

• Execute the malware and load the necessary modules

0:000> sxe ld clrjit
0:000> g
(1e88.1c88): Unknown exception - code 04242420 (first chance)
ModLoad: 71950000 719d0000   
C:\Windows\Microsoft.NET\Framework\v4.0.30319\clrjit.dll
eax=00000000 ebx=00000000 ecx=00000000 edx=00000000 esi=00000000 edi=0094e000
eip=77e21fec esp=00afe704 ebp=00afe758 iopl=0         nv up ei pl nz na po nc
cs=0023  ss=002b  ds=002b  es=002b  fs=0053  gs=002b             efl=00000202
ntdll!NtMapViewOfSection+0xc:
77e21fec c22800          ret 28h
0:000> .loadby sos clr



Case Study 2 :  .NET Unpacker

• Second step: WinDBG debugging

• Execute the malware and breakpoint on Assembly.Load()

0:000> !bpmd mscorlib.dll System.Reflection.Assembly.Load
Found 8 methods in module 719d1000...
[redacted]
MethodDesc = 71a95740
MethodDesc = 71a95764
[redacted]
Setting breakpoint: bp 7251C71C [System.Reflection.Assembly.Load(Byte[])]
Setting breakpoint: bp 71D4921D 
[System.Reflection.Assembly.Load(System.Reflection.AssemblyName, 
System.Security.Policy.Evidence)]
[redacted]
Adding pending breakpoints...



Case Study 2 :  .NET Unpacker

• Second step: WinDBG debugging

• Execute the malware and breakpoint on Assembly.Load()

0:000> g
Breakpoint 3 hit
eax=00000000 ebx=00aff4bc ecx=02b57e04 edx=00000000 esi=02b57e04 edi=00aff430
eip=7251c71c esp=00aff400 ebp=00aff408 iopl=0         nv up ei pl zr na pe nc
cs=0023  ss=002b  ds=002b  es=002b  fs=0053  gs=002b             efl=00000246
mscorlib_ni+0xb4c71c:
7251c71c e87f8efcff      call mscorlib_ni+0xb155a0 (724e55a0)
0:000> !CLRStack -p
OS Thread Id: 0x1c88 (0)
Child SP       IP Call Site
00aff400 7251c71c System.Reflection.Assembly.Load(Byte[])

PARAMETERS:
        rawAssembly (<CLR reg>) = 0x02b57e04



Case Study 2 :  .NET Unpacker

• Second step: WinDBG debugging

• Execute the malware and breakpoint on Assembly.Load()

0:000> !DumpObj /d 02b57e04
Name:        System.Byte[]
MethodTable: 71ecb264.   EEClass:     71a6e304
Size:        5644(0x160c) bytes
Array:       Rank 1, Number of elements 5632, Type Byte (Print Array)
Content:     
MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......

0:000> db 0x02b57e04
02b57e04  64 b2 ec 71 00 16 00 00-4d 5a 90 00 03 00 00 00  d..q....MZ......
02b57e14  04 00 00 00 ff ff 00 00-b8 00 00 00 00 00 00 00  ................
02b57e24  40 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  @...............
02b57e34  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
02b57e44  00 00 00 00 80 00 00 00-0e 1f ba 0e 00 b4 09 cd  ................
02b57e54  21 b8 01 4c cd 21 54 68-69 73 20 70 72 6f 67 72  !..L.!This progr



Case Study 2 :  .NET Unpacker

• Second step: WinDBG debugging

• Dump the unpacked PE

0:000> r ecx
ecx=02b57e04
0:000> .writemem c:\\output.exe ecx+0x8 L0x160c
Writing 5644 bytes…………..



Case Study 2 :  .NET Unpacker

• Massive analysis



PYKD Script



PYKD Scr ipt

• Python support for WinDBG: https://pykd.codeplex.com/

• Python script to automate analysis: https://github.com/Cisco-
Talos/dotNET_WinDBG

• Features: dump relevant argument (string, integer…), dump byte 
arrays from Assembly.Load()…



PYKD Scr ipt



PYKD Scr ipt

DEMO



Conclusion



www.talosintelligence.com
blog.talosintel.com
@talossecurity
@r00tbsd


