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A JOURNEY TO PWN AND OWN THE 
SONOS ONE SPEAKER
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David BERARD

SECURITY EXPERT
Reverse engineering team

@_p0ly_

Who am I

120+ Security ninjas
38 Reverse engineers

Mostly working on embedded
devices
(mobiles, cars, routers etc..)
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Competition organized by ZDI  

Announced on August 12, 2021

Took place at Austin in November 2021

Edition focused on embedded and mobile
devices (Mobile phones, Printers, Home

Automation, Televisions, Routers, NAS,
Storage)

Pwn2own
Austin 2021



4Sonos One speaker
Hardware

Smart speaker
• Home assistant (Google & Alexa)
• WiFi / Ethernet / BLE
• Can be connected to other

Sonos devices (stereo pair)
• Airplay
• Various ways to play music 

(app/api/file server/stream etc.)
• Pwn2own 2020 / 2021 / 2022



5Sonos One speaker
Firmware

Dynamic analysis

• MiTM between the speaker and Internet
Traffic can be intercepted (HTTP)
XML manifest containing update information
Update files can be downloaded

• Encrypted update embedded in a proprietary format
• Another method is needed to access to the cleartext firmware



6Sonos One speaker
Hardware



7Sonos One speaker
Hardware

Power



8Sonos One speaker
Hardware

Amlogic A113
ARMv8 SoC + flash



9Sonos One speaker
Hardware

PCIe WiFi card



10Sonos One speaker
Hardware

UART



11Access to the system
UART

Bootloader logs
• Linux Aarch64 system
• No log after kernel start
• No login prompt / debug shells
• U-boot cannot be interrupted
• Kernel physical addresses are 

printed
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13Access to the system
PCIe DMA Attack

WiFi card is connected in PCIe
• Can be removed => Wired 

Ethernet fallback
• USB3380 FPGA connected on 

the PCIe port
• PCIleech tool to do the DMA 

attack
• Physical memory can be read 

and written
• No IOMMU



14Access to the system
Kernel dump

• Kernel physical address known
(UART)

• Dump with PCIleech

• Converted to ELF with vmlinux-
to-elf

• Play with IDA-Pro



15Access to the system
Kernel patch

rw_verify_area -> orderly_poweroff -> run poweroff_cmd command
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19Access to the system
Kernel patch - exec

do_mount kernel function patched to prevent mount with exec flag



20Access to the system
Kernel patch - exec

sonos_allow_mount_exec now returns always 1



21Firmware access
Kernel patch - exec

Processes can be debugged with gdb



22Attack surface
Processes on the network

anacapad main binary host almost all the speaker features



23Attack surface
Processes on the network

Huge attack surface

• Web server: UPnP / configuration / etc...

• Multi speaker synchronisation

• Can use network shares

• Many audio codecs supported

• Many external services supported



24Anacapad
Reverse engineering overview

• 13.3MB of C++ code ... 🤯🤯🤯

• Not well protected: ASLR / NX / no PIE / no stack canaries

• Embeds some open source projects 

• Lot of log messages

• Automatic restart on crashes



25Anacapad
Reverse engineering log messages



26Anacapad
Reverse engineering web server

• Webserver listening on port 1400 / 1443

• Provides UPnP / configuration / multi-speaker discovery

• Accounts management (Spotify / Youtube / Deezer / etc…)

• Many HTTP endpoints

• No real authentication needed 

• Some endpoints require Unlock mode or Dev mode

• Huge attack surface



27Anacapad
Reverse engineering web server

2020 Vulnerability research process
1. Review web server implementation (HTTP parsers)

2. Review each endpoint (> 100)



28Anacapad
Reverse engineering web server

No exploitable vulnerability found
Some vulnerabilities in dev mode reserved handlers L

The 2020 pwn2own competition was too close at this point, researches
were stopped here for 2020 after few days of vulnerability research



29Anacapad
Reverse engineering Audio Codecs

Sonos One speaker back at pwn2own 2021

Chose to focus on audio codecs

Exploitable vulnerability found in less than an hour
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Reverse engineering Audio Codecs

• Audio files can be played on the same LAN without authentication

• Many file formats / codecs supported

• Sonos core (in C++) is responsible for identifying the format

• Third party codes (C++/C) are responsible for decoding the audio 
codecs to raw audio

• Sonos core then plays raw audio



31Anacapad
Reverse engineering Audio Codecs

Third party code:

• Some codecs are closed source and some are opensource projects

• Open source code base is very old
• Codecs come from various projects
• Most of them seem to have been forked between 2005 and 2012



32Anacapad
Reverse engineering Audio Codecs

2021 Vulnerability research process
1. Review the Sonos core part to identify audio decoders

2. Review them one by one
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ALAC: Apple Lossless Audio Codec
• Made by Apple in 2004
• Bundled in MP4 format
• Bit encoded format so values are not byte-aligned in the file
• Samples can be compressed
• Basic format

samples

Sample_freq (16 bits) Number of channel (16 bits)

Channel 
type

(2 bits)

Bit per sample (16 bits)

Num instance
(4 bits)

Unused
(12 bits)

Has 
size
1 bit

uncomp
bytes

(2 bits)
comp
1 bit

Num sample
(4 bits)
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samples

Sample_freq (16 bits) Number of channel (16 bits)

Channel 
type

(2 bits)

Bit per sample (16 bits)

Num instance
(4 bits)

Unused
(12 bits)

Has 
size
1 bit

uncomp
bytes

(2 bits)
comp
1 bit

Num sample
(4 bits)

ALAC
Vulnerability

Bit indicates partial frame
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samples

Sample_freq (16 bits) Number of channel (16 bits)

Channel 
type

(2 bits)

Bit per sample (16 bits)

Num instance
(4 bits)

Unused
(12 bits)

Has 
size
1 bit

uncomp
bytes

(2 bits)
comp
1 bit

Num sample
(4 bits)

ALAC
Vulnerability

Partial frame contains
additionnal size



36ALAC
Vulnerability

Outputsamples is never verified



37ALAC
Open source Search for the OpenSource code



38ALAC
Open source find the code



39Exploitation
Stack & heap overflow ALAC

16 bits samples => 0x4000 stack buffer 24 bits samples => 0x8000 stack buffer

Vulnerable function called with a stack buffer
as output buffer



40Exploitation
Stack & heap overflow ALAC

• No stack canaries & no PIE => direct ROP

• Reaching the stack overflow implies overflowing heap 

chunks

• Heap chunks are freed before the function returns

Þ corrupted heap chunks will make the process crash

• Stack data (samples) are written by 16 or 24 bits



41Exploitation 1
Stack overflow ALAC

• Reaching the stack overflow implies overflowing heap 

chunks



42Wooops
Stack overflow ALAC

Sonos published an update: ALAC is now limited to 2 channels

The automatic crash uploader is likely responsible for telling Sonos
that the ALAC code had a vulnerability



43Exploitation 2
Stack & heap overflow ALAC

Heap

Stack

outputsamples_buffer_a outputsamples_buffer_b

output_buffer

metadata metadata

REGS LR

overflow



44Exploitation 2
Stack & heap overflow ALAC

Heap

Stack

outputsamples_buffer_a outputsamples_buffer_b

output_buffer

metadata metadata

REGS LR

overflow

Metadata needs to be repaired



45Exploitation 2
Stack & heap overflow ALAC



46Exploitation 2
Stack & heap overflow ROP



47Exploitation 2
Stack & heap overflow ROP

Audio frameControlled data 

x2

PC



48Exploitation 2
Stack & heap overflow ROP

Audio frameControlled data 

x2 X2 + 0x380

PC



49Exploitation 2
Stack & heap overflow ROP

Audio frameControlled data 

x2 X2 + 0x380

Shell command

PC



50Exploitation 2
Stack & heap overflow shell command execution

Fetch Shell script on the attacker webserver and execute it 

Disable the root password and start telnetd



51Pwn2own

Done in remote:

• Zoom room 1 (H-30min) : network setup with 

ZDI and basic checks

• Zoom room 2 : attempts, streamed on Youtube

• Zoom room 3 : disclosure

• 2 success on the Sonos (Synacktiv & DEVCORE)

• First attempt on the Sonos : Fail (python-

requests SSL failure)

• Success on the second attempt



52Fun fact
ALAC vulnerability

Many implementations have the same bug

• Mediatek

• Qualcomm

• Android

Strange ?

• Apple ALAC reference code contains the vulnerability, so the 

developers probably copied it into their implementations

• No vulnerability in Apple own implementation   



53Conclusion

• Very fun research and a very good team experience: Synacktiv Master of 

Pwn

• Be careful with crash reporter, some vendors really use them to fix 

vulnerabilities

• Vulnerabilities are now fixed

• PIE and Stack Canaries are now part of the binary protections
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?


