SONY

GHIDRA FAULT EMULATION



About me and the team

" |ndependent contractor mostly
working for Sony

= Specializing in side-channel analysis,
fault attacks, crypto...

= >]0 year of industrial experience,
PhD
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Sony security team has +10 people to
perform internal products analysis

We work with devices and services
(applications)

The team is spread over the globe
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Agenda

" Introduction and reasoning
= ARCv2 Ghidra support
= AES-128 ARCv2 Emulation
= AES-128 Fault Injection

=  Conclusions
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Introduction and reasoning



Start with Faults

= Faults are physical stresses (EM pulse or power glitch) that skip instruction, modify
data, or cause another effect that can be used by an attacker

= ESP32 was intensively attacked by different people
" Fault to bypass secure boot
= Fault to bypass encryption process
= Fault to read an encryption key from the OTP
= NRF52

= STM32
= and many other devices were reported to be vulnerable to faults
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Project Objectives

=  Often, we need to execute parts of the code when a device is not accessible
(still in production or for other reasons)

" We needed a tool:
" To emulate fault injection
* To perform code fuzzing
* To perform other analyses (RE, API calls, countermeasures check, etc.)

" Tool requirements:
* Adding a new instruction set must be feasible (ARCv2)

" A tool shall be used by people of different expertise
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Tools Selection

Ghidra Radare2
Support emulation + + +
Complexity to add + +/- +/-
new CPU
User-friendliness + +/- +/-
Performance +/- +/- +
Other functionality + + +/-

(RE, disassembly,...)

The selection was made by implementing some instructions for ARCv2
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Ghidra

Ghidra is a reverse-engineering tool developed by NSA and released to public
(and open source) usage:

» Ghidra has similar functionality as IDA Pro
= Open source with various features

" Integrates disassembly, decompiler and emulation facilities

Ghidra competes with IDA Pro, radare2 and other reverse-engineering tools.

sssss

SONY e



Adding ARCv2



ARCv2 Where to Find

In my practice, | encountered twice with ARCv2 devices that were difficult to analyse due
to a lack of tools:

= This year IDA released ARCv2 decompilation (available as a separate module)

ARCv2 CPUs are mainly used in special-purpose devices
= STARIO00OP NVMe solid state drive (SSD) controller
= Arbe Phoenix High-Resolution Imaging Radar chipset

... but also can be found in loT/general microcontrollers:

= EM9304 - for Bluetooth 5.0 low energy enabled products
= PLSIO ultra-low power integrated general-purpose MCU

SONY
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Current State-of-the Art

= Nicolas IOOSS implemented
ARCompact support for Ghidra

:B | edger

Analyzing ARCompact firmware with Ghidra

* Unfortunately, ARCv2 is
extremely different from

ARCompact
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ARCompact is different from ARCv2

ARCompact

= Different instructions m

ARCv2

Different instructions

ABSS AEX

Absolute with Saturation

Function

ADDSDW

Signed Add with Saturation Dual Word

Swap contents of an auxiliary register with a core register.

ENTER_S

Function

= Different Auxiliary registers .

Function Prolog Sequence

Different Auxiliary registers

0x38

Saved Normal Kernel Stack Pointer, AUX_KERNEL_SP

normal kernel stack swap register

0x38

Saved Secure User Stack Pointer, AUX_SEC_U_SP

Secure user stack swap register

O0x3A

Saved Secure Kernel Stack Pointer, AUX_SEC_K_SP

Secure kernel stack swap register

0x3B

Saved Shadow Normal Stack Pointer, AUX_NSEC_SP

Saved shadow stack pointer register

12 SONY
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How Ghidra Works

 [C:\WINDOWS\explorer rhed
Flo Db Edk Wew Opons Repsiry Gookmars Msc bep

D@ AL 21 «» |
=00 % 000000 080000 Q0P 0 GRS 0 00 00 0 00 E|
3 25 59 53 05 05 5996 05 53 50 o 0o 50 0055 59 90 09 99 9o
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o b e I R N NN N BB BB RBREL s i gt
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€2 48 c5 de c2 10 <8 83 <7 de c t 2 d2 c7 de c2  RAHARL.E. EDA. Ez
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2 69 63 68 d3 de c2 00 00 00 00 00 50 45 00 00  PARIChOGPA. PE.
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4 0552 80 0o 3 90 85 03 o of 05 59 04 05 59 b6 ob 13 60
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2 05198 52 35 8159 95 85 89/6 05 39 5 3 8550 %0

5 b 2 82158 95 38 %558 80 38 o 058580 68

5 o 85 3513 85 3 5|00 a6 20 5 385 %

5 0 95 6319 85 45 8210 85 89 2 e

5 0 45 55193 82 89 8/ 05 09 o & 880

LS 92 8919 85 89 2/7 86 89 2 808
8% 8 0 35 55153 88 83 5(80 o5 09 5 8 8 %

2 20 $9/89 85 89 83189 85 89 2 8%

5 0 35 53 80 56|45 20 06 & BHY

29 98180 80 98 €255 45 a3 00 00

0 o 25 80 05 20 3¢ 75 89 g/ of 88 89 80 42

50 45 59 80 42 5% 50 85 5550 63 09 09 80

5 05 20 73 57 82 53 % 80 06 0 89 oF 03 43 53 o

T oo iR BN E
35 % 53 85 50 50 |5 6% 65 4338 80 op 50 ba ke 6 <.k rcri It
be 00 00 00 02 4 0000 00 ae bf 02 48 d5 00 00 | HX. .. i HE. . @ HO. ..
02 48 el 00 0 b4 b 48 ed 00 00 00 b7 bf 02 0 | Ti.HE...LHE - HU.
56 B3 5% 52 48 54 o2 03 80 60 00|99 05 0o 09 o0 00 41 44 58 41 |.Sori: e
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G L R T BN KR BB eme
R R R R e B A R A

R RSN RNESRRRRREBNEED

Load a file
in Ghidra ess | |
E——

03c8 04 ea

MRSl FaiTes 'ﬂlld

Selectd: Offse Tamxte to 1150573 38 bytee))

Raw binary file:

[ mstoR[L | saeimeen |

.elf, .exe, ...

03ca 81 81

03cc 09 Ob
02 03

LAB ram 800003d0 XEE

03d0 a2 al
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JEEaRG

L1 LEreas

STORE ram(=p),

L Letx, 0x0] int str_out(int ¢,str_ce
0:4 INT_ADD
= LOAD ram(30
s [ets, 0x8] ir .
4 = INT_ADD

- ctx->count;

if ({etx-»str == (cha

( INT_ADD
= LOAD ram{(SUb7 }
brlt ,r12,LAB ram_ 80

INT_SL
01 0x8000

return c;

Ghidra interprets the bytes into instructions
Instructions into a decompiled C-code




How Ghidra Works

:

G x| Co——

B € WIN0OWS explrerene]- _in/x =
e ik Kk o s ey Gainaie e ] aesoa s
LY WK ) 3c2 24 42
R T T T T T W 4
R R . 3
8995 40 08128 00 o0 o o0 oo oo 2o 08 88 00 00 99 90 9 5,00 2 : g
QeEEEanmnR e R R ERREL 3
punmepanmaennenpngany g LT v g
53 d 61 65 2e 0d od 24 0000 00 00 00 00 00 97 a6 b0 S mode....$... [ @
R R R RS R R R 2
df c2 48 c5 de c2 10 c8 83 . <7 de c2 10 c8 80 c2 d2 c7 de c2 RAnApA.E. AecpA. EE a
gopgeguanangeaiangddeg el oad a file 2
de 2 69 63 68 d3 de c2 00 00 00 00 00 00 50 45 00 i choceA. €. 2
RS S R R [ g
panmpLnEaneneneeeneny . . : D3c6al 6b
520 ta/s a8 o0 o0 om 00 00 30 00 00 3 33 1 90 0043 0 ! :
0040 &1 5100 00 o0 o5 00 10 00 9800 02 00 20 05 %0 L a0 o3 in Ghidra .
5 9025 00/aa 08 o0 0o o0 00 00 £ of 90 00 04 0 00 o8 08 10
gRmmmny pamnmm e -
9 9950 18/ 08 o8 a0 00 B0 00 90 00 90 30 30 8 90 32 1 00 036804 ea
39302 oajen o o oo o ot oo o0 o0 20 00 00 6 98 00 08 09
SRR R R RS E
99920 0018 0 50 50 o ot oo 80 00 20 00 90 00 99 20 09 12
g el e n R
$5 5 2 19 2 09 00 c o oo oo o e w0 50 00 00 00 00 0 00
SRR R e o
61 1 00 00 4 00 60 04 18 00 00 00 04 oA
Bhpmmmmiamm e n e gy
e R
8000 5 o o oo o e oo oo 20 0 00 00 04 00 08 08 0
9999 20 000 a8 o8 60 40 00 50 40 o 12 82 5 6 3 09 0085 7
$900 008 on o 2e oo uo ot o 07 B0 S0 S0 00 00 00 0 8 0
999000 8040 08 o0 g2 75 b 02 15 0 00 90 00 09 6 2 45 24 00
BRamEmapEar g ey
ppeetrnpnnushreasannny
R enn G annnE s g
e R R R e
mumbaoadaeneneennndeg
R S E L R TS
BrRBEEnsnnnRe g e anidicine
18 (o0 be b alac o o e 4 00 el 7 o A G e o maCe et
T D) L cevemm | sowemn A

Raw binary file: .elf, .exe, ...

define token instri6 (16)
F16_MAJOR_OPCODE = (11, 15)
f16_b = (8, 10)
f16_c = (5,7)
fl6_i = (3,4)
f16_u = (0,2);

attach variables [f16_b f16_c] [r@ rl r2 r3 rl12 ri13 ri4 ri5];

with : F16_MAJOR_OPCODE = 0b01101 {
radd_s f16_c, f16_b, f16_u is f16_i = 0boo & f16_b & f1l6_c
& f16_u{
f16_c = fl6_b + f16_u;
}
s

03d0 a2 al

1bULFEYE: a& JBEaEG

LAB_ram_800003d0

STORE ram(sp)

JORD ram(

brlt . +LAB_ram_ 80,

CBRAN

(

x->max +

(char)c;

SLEIGH is
used
to describe
instructions

SONY

Ghidra interprets the bytes into instructions
Instructions into a decompiled C-code
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Ghidra ARCv2 Example

2

I{4:0) b[2:0] c[2:0] |i[1:00 | u[2:0] . .
IODEEDDEEEEoOnDD e The way instructions are encoded

Syntax:

ADD_S c, b, u3

SUB_S c, b, u3 . . .

< Possible instructions to encode

ASL_S c,b,u3

ASR_S c, b, u3

fable 9-3 16-Bit, ADD/SUB Register-immediate

Sub-opcode . . .

i field (2 bits) | Instruction | Operation Description SU b-OPCOde that defl ne instructions
0x00 ADD_S c«—Db+u3 Add

0x01 SUB_S c+«b-u3 Subtract

0x02 ASL_S c«—Dbaslu3 Multiple arithmetic shift left

0x03 ASR_S c «—basru3 Multiple arithmetic shift right

SONY
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Ghidra ARCv2 Example

F16_MAJOR_OPCODE
f16_b
16 _c
fl6 i
16 _u

define token instril6 (16)

(11, 15)
(8, 10)
(5,7)
(3,4)
(0,2);

—_

1 14 13 1@ 11 W ¢ 3§ 7

6 5

4 3

10

I[4:0]

b[2:0]

c[2:0]

if1:0]

u[Z:0]

N

0|1‘1‘0|1

b‘b‘b

c|c‘c i

i u|u‘u

SONY
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Ghidra ARCv2 Example

define token instril6 (16)

F16_MAJOR_OPCODE = (11, 15)
f16_b = (8, 10)
16 _c = (5,7)
fl6 i = (3,4)
16 _u = (0,2);

attach variables [f16_b f16 c]

1 14 13 1 11 W » 8

T & §

4 3

10

I[4:0]

b[2:0]

c[2:0]

if1:0]

u[Z:0]

-

N

0|1‘1‘0|1

b‘b‘b

C|C‘C

U|U‘l.l

[r@ rl r2 r3 rl2 ri3 ri14 ri5];

SONY
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Ghidra ARCv2 Example

—_

attach variables [fl16_b f16 _c] [r@ rl

with : F16_MAJOR_OPCODE = 0b01101 {
:add_s f16_c, f16_b, f16_u is fl1l6_i
f16_c = f16_b + f1l6_u;
}

:asl_s fi16_c, f16_b, f16_u is fl1l6_i
fl6_c = f16_b << f1l6_u;
}
}

define token instril6 (16)
F16_MAJOR_OPCODE - (11) 15) 15 14 13 1@ 11 1 & 8§ T & & 4 3 1} 1 0
£16_b - (8, 10) P I4:0] b2:0] 0] |0 | w2zl
f16_c = (5,7) O~ l}|1‘1‘0|1b‘b‘b c|c‘c i|iu|u‘u'
fl6 i = (3,4)
f16_u = (0,2);

r2 r3 rl2 ri3 ri14 ri5];

Pboo & f16 b & f16_c & f16_u{

Pb10 & f16 b & f16_c & f16_u{

SONY
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Ghidra ARCv2 Example

f16_b
16 _c
fl6 i
16 _u

}

define token instril6 (16)
F16_MAJOR_OPCODE

(11, 15)
= (8, 10)
(5,7)
(3,4)
(0,2);

—_

1 14 13 1 11 W » 8

T & §

4 3

10

I[4:0] b[2:0]

c[2:0]

if1:0]

u[Z:0]

N

attach variables [fl16_b f16 _c] [r@ rl

with : F16_MAJOR_OPCODE = ©b01101 {
:add_s f16_c, f16_b, f16_u is fl1l6_i
:asl_s fi6_c, f16_b, f16_u is fl1l6_i

0|1‘1‘0|1 b‘b‘b

C|C‘C

U|U‘l.l

r2 r3 rl2 ri3 ri4 ri5];

Pboo & f16 b & f16_c & f16_u{..}
Pb10 & f16_b & f16_c & f16_u{..}

F16_MAJOR_OPCODE
f16_b
f16_c
f16_1i
16 _u

(11, 15)
(8, 10)
(5,7)
(3,4)
(0,2)

-> 01101
-> 011
-> 1lo1
-> 00
-> 001

Major opcode
Register #3 - r3
Register #5 - ri13

Major opcode + this value gives add_s

Immediate value 1

Ox6BA1l = 0b0110101110100001 shall disassemble in add_s ri3, r3, #0x1

SONY
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How Ghidra Works

FLTTLTET] LR e

B [C:\WINDOWS\explorer thed LT
Be D5k ER Yen Optios Gepsry Goomas e b ]
= ] 03c2 24
DEHE| % L@ #M% 2[(H«rn
335350 00 03 00 00 00 04 00 00 00 FF 77 00 007B3 00 00 00 00 00
G0 03 40 00 00 00 00 00 00 00 00 00 00 00 00 00 G0 00 00 00 00 00 8
9000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 d 00 00 00 0z 1t : ]
B3 G2 00 ba 05 cd 72 b OF dc cd 21 5 a8 60 73 20 70 72 6 &7 72 11 IHi L LHITRIZ prage 3
61 6320 03 GL G2 0 GF 74 20 62 63 20 72 75 62 20 63 68 20 44 4F an cannét be run T 0o ] 03c4 34
53 d 61 65 2e 0d od 0000 00 00 Of 00 97 a6 b0 o1 'S mode. FETTOI @ SR
Bodkehokendedioan il el -
df c2 48 c5 de c2 10 c8 83 . <7 de . s c2 d2 c7 de c2 RAHARA.E. EDA a
fEmononcRdRdeININan 8 ML EE oad a file ]
de 2 69 63 68 d3 de c2 00 00 00 00 00 50 45 00 00 PARTChOGRA. 2
ac 4 00 30 S 02 48 00 G0 00 00 00 o 0 0e 01 0b M. . 2
Gappndghangege ihednes : : iz
20 42 04 00ja0 o0 an a0 20 92 99100 02 9 0803 50 3 o003 02 Ghid il
3 %0 61 1202 00 00 99 00 00 ub 19105 20 20 81 98 00 b ¢B 12 %0 n idra T —
00 00 10 00 00 00 00 20 00 5 15 01 00 00 amaree
0080 04 00 e ot 0b 09 00 3 00 3 35 05 00 00 03¢8 04
00 00 00 b < 57 %0 5b 0 o 20 00 00 00
30 00 60 o 06 00 00 00 00 o 00 00 70
02 00 40 0 70 02 00 a1 oo bt 84 03 00
2 3¢ 04 0 30 06 00 06 00 o 00 60 00
8 63 55 o 55 8183 60 05 6 60 a0 00 B 8 8 2
o2 e -
61 74 €1 o b4 1d 00 &0 04 1 00 52 04 03ca B1
00 60 00 0 % 00 40 < 77 6
00 00 84 2 50 0o &3 8% 00 09 06 00
00 00 00 0 3022 82 5 63 00 00 4c
30 00 00 b % & & 5560 05 00 00 08
00 00 00 00 40 78 bf 02 43 78 00 53 bf 07 43 85 00
00 00 74 bF 0 55 00 <o br 03 48 o¢ 00 03 o 0 a8 03cc 06
a9 00 00 Sb b3 00 00 00 bf bf 02 48 a9 00 00 ba bf ©...[c.H de & . -
07 48 be 00 00 00 02 4 0000 00 ae bf 02 48 d5 00 00 00 .1k, .. jic, HE. . B HO. . - 0z
af 02 48 €l 00 b4 b 48 ed 00 00 00 b7 [ 9 00 "ML LHT - UL
G0 00 ba b7 G2 48 03 Gk 00 00 00 00 G0 00 00 00 00 00 41 44 36 41 .SILi “ibva
50 45 33 32 26 &4 6c 6c 00 42 52 47 57 33 45 5549 2e 64 6¢ 6c 00 PiF.GiBROUSELELAI
4732 35 33 37 22 87 6c 6c 00 4b 45 37 42 45 4c 33 37 22 04 be be GOISk.oi:KERNELSP.d11
00 42 53 44 dc ac 2a 44 4 4 00 63 73 76 €3 73 74 2e 64 6 Gc 00 MTOLL.DLL.mevere.dl
E e S e S T R TR IR o

MRSl FaiTes 'ﬂlld

Selodad:

Gt oot 1152657 GOSN [ wsiomit | s i

Raw binary file: .elf, .exe, ...
IS
add s
rl3

LUALD Ldl

rl3,r3,

.03c6al €b

0110101110100001

INT ADD r3,

STORE ram{<p),

42 » [tz 0x0] int str_out (int y T
INT ADD
ram(5U9b00 4”“ ) .
43 , [etx, 0x8] ;
4 INT ADD
LOAD ram(5U%h0 = ctx=>count;

if ((etx->str (char *)0x0) ||
ktx—>count = +

INT_ADD

= LOAD ram(SUb'y
b brlt ,r12,LAB ra
03

CBRANCH

return c;

L{2UIDUU.L

0x1

1:4
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How Ghidra Works

FLTTLTET] LR e

L0 W OFS
© [C:\WINDOWS \explorerexe]-Frhed STORE ram{=p),
Ele sk Eot Yew Qpions Geomry Gocknaks s teb N G s . : .
e 03c2 24 42 L Lot 0x0] int str_out(int ¢, :
B A% 2 (KN
350 00 03 00 00 0004 00 00 00 FF FF 00 00 B3 00 00 0000 00 0:4 = INT ADD
5 30 00 00 00 00 00 06 00 00 00 00 00 00 00 00 00 00 00 00 00 _ {
0 80 00 00 60 00 00 00 00 00 00 00 00 00 00 d3 00 00 00 0 If o LOAD ram(s0
2 00 bd 05 cd 21 b3 01 4c cd 21 34 68 65 73 20 70 72 6% 67 72 517H1 L prag B char .
0 63 61 6e 62 6f 74 20 62 65 20 72 75 62 20 63 62 20 44 4F am canndt be run in 0O 03cd 34 43 -t ) :
3 52 &1 85 35 50 o 63 54 50 96 63 40 60 05 60 57 26 b0 31 S mogero.eo.oor 1m0 3c4 34 o Letx, 0x8] i .
GEGagman kgl cyyhl kg sl | ) ;
2 48 c5 de c2 10 c8 83 c: <7 de . s c2 d2 c7 de c2 RAHARA.E. EDA. EE 4 INT _ADD
giigeenangageganandee Tpliigirlal oad a file -
2 60 63 68 d3 C7 de c2 00 00 00 0000 00 50 45 00 00  PARICROGPA. Pe. b0 - ctx=>count;
)4 00 30 5¢ 02 00 00 00 00 o 0 O ob \. H. ‘
)0 4e 04 00 00 ob 00 00 00 a: 0 00 00 00 i X=>3TE char *)0x {
4 00 00 00 00 01 00 10 00 00 00 o 0 01 60 05 00 . Gh-d If ((etx=>sty (et 100y 11 n
4 00 0a 00 00 0000 00 00 f0 OF 0400 00 b 0b 10 00 ktx->c -
5 05 82 60 00 80 99 23 80 12 9 60 26 04 89 90 B9 28 3¢ 00 n Idra tx->count .
9 60 00 09 00 00 0 20 00 5 15 01 00 00
4 00 & 9% 0b 00 00 3 00 3 35 05 00 00 03c8 04 ea
0 b < 57 %0 5b 0 o 20 00 00 00
0 0 06 00 00 00 00 o 00 00 70
t¥ 70 02 00 a1 oo bt 84 03 00
4 0 30 06 00 06 00 o 00 60 00
) 74 00 00 dc o4 bt 00 4 04
%4 06 0 40 00 60 06 00 [ 00 50 26 - 8
1 o b4 1d 00 &0 04 1 00 52 04 03caBl 81
5 0 % 00 40 < 77 6 " "
4 2 30 Ob 6a 04 00 00 00 00 = INT_ADD
0 0 0 3022 82 5 63 00 00 4c =
0 b 00 5a0F 0000 00 00 00 00 = LOAD ram{(SUb
o 80 % ] o 88 b 02 45 8 80
3 bF 62 55 00 <o br 03 48 o¢ 00 03 o 0248 1t 0 9 0 .
00 00 Sb b3 00 00 00 bf bf 02 48 a9 00 00 ba bf ©...[c.H de & Jdee s 0b brit - + LAB_ras
be 00 00 00 02 4 0000 00 ae bf 02 48 d5 00 00 00 .1k, .. jic, HE. . B HO. . - 0z 03
02 48 €l 00 b4 b 48 ed 00 00 00 b7 02 9 00 "ML LHT - UL
00 b3 BF 02 43 04 01 00 00 00 00 00 00 00 00 00 00 41 44 56 41 . 3. “ibva
49 33 37 26 84 6c 6c 00 42 52 4F 57 33 45 53549 2e 64 6¢ 6c 00 PiF.GiBROUSELE.AN:
4235 33 33 32 87 6C 8¢ 00 4b 45 37 42 45 4c 33 37 22 04 6c be GOISL.oNi.KERNELSP.A11
42 54 4% 3¢ 5 26 45 35 4C 00 6a 73 76 63 75 74 Ze 4 6e 6c 00 NTOLL.DLL.movert.dl
FRERUENANERRERE RN BN N R R RS T
Seciod e 780t 150173 @Byl [ wjowjt | see im0 |
03d0 a2

Raw binary file: .elf, .exe, ...

ro LUAD Ldll(2U20DUU.L

.03ceal &b add s rl3,r3,0x1
rl3 INT ADD r3, 1:4

l \ [ \
0110101110100001 :add_s f16_c,f16_b,f16_u is

fl6 ¢ = f16_b + f16_u;
ADD S «c¢,b,u3 o01101bbbccc0uuu B B -

B
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How Ghidra Works

B [C:\WINDOWS\ explores rhed =lolx|
Flo Db Edk Wew Opons Repsiry Gookmars Msc bep

B A% 2 (KN
750700 03 00 00 00 07 00 00 00 FF 7 00 007B3 00 00 00 00 O |
5 30 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O
0 80 00 00 60 00 00 00 00 00 00 00 00 00 00 d3 0 00 00 0 I :
2 00 b4 05 cd 71 b8 01 4c cd 71 54 68 60 73 20 70 72 6 67 72 .1’ li1 iFiThis proar
0 63 61 Ge Ge Of 74 20 62 63 20 72 73 6a 20 69 6a 20 44 4T an canndt be run in 60
d 6 65 2e 0d od 000 00 00 O 00 67 a6 bo S mode. . St
GEGagman kgl cyyhl kg sl
2 48 c5 de c2 10 c8 83 c: <7 de . s c2 d2 c7 de c2 RAHARA.E. PA. Ez
giigeenangageganandee Tpliigirlal oad a file
2 69 63 68 d3 de c2 00 00 00 00 00 50 45 00 PARTChOCPA. PE.
4 60 30 5¢ b2 48 00 60 00 00 00 00120 00 0a 01 0B 01 L.oGwR il
4 55 66 09 06 G2 0o 1o 06 59 05 3 5 0 6 oo o . .
1 oo 50 00 00 01 o 10 00 20 o0 03 00 20 s 00 % 00 28 Ghid
5 552 60 00 80 9903 80 19 00 06 98 03 09 90 H5 08 3¢ n Idra
9 80 00 00 00 20 00 5 15 01 00
4 00 & 9% 0b 00 00 3 00 3 3 05 00
0 b < 57 %0 5b 0 o 20 00 00
0 0 06 00 00 00 00 o 00 00 70
t¥ 70 02 00 a1 oo bt & 03 00
4 0 30 06 00 06 00 o 00 60 00
) 74 00 00 dc o4 bt 00 4 04
%4 06 0 40 00 60 06 00 o 00 50 2
1 o 84 12 00 5 04 bt 00 52 o
5 0 % 00 40 < 77 6
d 2 50 0o &3 8% 00 00 06 00
0 0 0 3022 82 5 63 00 00 4c
5 b % & & 5550 03 00 00 08 00
0 00 50 78 bf 02 43 78 00 53 bf 07 43 85 00
3 bF 62 53 00 <o b 03 48 oc 00 03 00 b bf 07 48 it
20 00 5 5300 00 00 DF bF 02 43 a3 00 00 00 ba BF 6. . [0 i, beuiLi ¢
be 00 00 00 02 4 0000 00 ae bf 02 48 d5 00 00 | HX. .. i HE. . @ HO. ..
02 48 €l 00 0 b4 b 48 ed 00 00 00 b7 bf 02 9 00 "ML LHT - UL
00 b3 BF 02 43 04 01 00 00 00 00 00 00 00 00 00 00 41 44 56 41 . 3. “ibva
49 33 37 26 84 6c 6c 00 42 52 4F 57 33 45 53549 2e 64 6¢ 6c 00 PiF.GiBROUSELE.AN:
4235 33 33 32 87 6C 8¢ 00 4b 45 37 42 45 4c 33 37 22 04 6c be GOISL.oNi.KERNELSP.A11
42 54 4% 3¢ 5 26 45 35 4C 00 6a 73 76 63 75 74 Ze 4 6e 6c 00 NTOLL.DLL.movert.dl
f 6c A% 33 30 2 64 fe Ac 00 4F 4c 43 41 55 54 33 2 oA A4 A e A1RTI AT 0 FAITS mlll‘
Seciod e 780t 150173 @Byl A O e

Raw binary file: .elf, .exe, ...

ro

03c6al 6b add_s

4 = INT_ADD
LOAD ram(3U

03c8 04 ea

03ca 81 81

INT_ADD

= LOAD ram{(SUb)

03cc 09 Ob brlt ,r12,1AB ral
02 03

INT_SL
ram] 0x8000,

03d0 a2

LUAD Ldll(2U2IDUUL

r13,r3,0x1

rl3

INT ADD r3, 1:4

0110101110100001

c,b,us3

ADD_S 01101bbbccc00uuu

:add s f16 c,f16 b,f16 u is

03c2 24 42 L Letx, 0x0] int str_out (int
0:4 = INT_ADD
= LOAD ram(sU { T
03c4 34 43 , [etx, 0x8]

- ctx->count;
if ((etx->str

count

SLEIGH is
used

to describe

instructions

f16 ¢ = f16 b + fl1l6 u;

SONY
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Ghidra ARCv2 Example

= Ghidra ARCv2 ISA support includes more than 5500 lines of code:

= 380 Sleigh-described instructions (to improve emulation speed, one
instruction can have more than one description)

= The ARCv2 support can be found here:
https://github.com/korkikian/ARCv2

" Please, keep in mind that this is a work in progress, perhaps some
instructions or corner cases are not correctly supported:

» F32 EXTS5 class is not supported (DSP mostly)

* F32 APEX class is only disassembled (those instructions can be
customized)

SONY

sssss
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How Ghidra Emulation Works

B [C:\WINDOWS\explorer rhed =lolx|
Flo Db Edk Wew Opons Repsiry Gookmars Msc bep

Load a file
in Ghidra

B @[ #5571«

750700 03 00 00 00 07 00 00 00 FF 7 00 007B3 00 00 00 00 O

5 30 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O

0 80 00 00 60 00 00 00 00 00 00 00 00 00 00 d3 0 00 00 0 I

2 80 bd 05 cd 21 b3 01 4c cd 21 34 68 68 73 20 70 72 5¢ 67 7

0 63 61 Ga e Of 74 20 62 65 20 72 75 68 20 65 68 20 44 4

67 & 65 20 0d 0d 03 24 00 00 00 00 00 00 00 57 26 b0

G2 2 03 7 decods o7 de c2 10 c3 cl c2 d7 o7 da &2 o3 o

45 G5 de 210 G883 c1 ch o7 de c2 10 c8 80 2 o2 o7 de o

2 G2 Fa C7 de c2 10 <8 61 cz ca c7 de <2 0 cb & 2 gt

3 G 63 66 3 c7 de <2 00 00 00 00 00 00 00 00 %0 43 00

4 60 30 5¢ b2 48 00 60 00 00 00 0020 00 0 o1 0

0 2 64 05 00 80 0b 00 00 00 00 00 5F 23 01 00 00 20 00

4 66 00 00 00 01 00 0 00 60 00 00 o1 00 03

4 00 0a 00 00 00 00 00 00 70 OF 00 00 04 00 00 b5 0b 20

5 80 05 00 04 00 00 20 60 00 00 00 10 06 00 10 00 00 80

9 00 00 00 00 00 00 20 00 0 04 00 18 01 00

4 00 & 9% 0b 00 00 3 00 3606 00 00 05 00

0 b0 of 00 4¢ 37 00 5b 0 20 00 00 00 00 00

0 00 00 00 00 00 00 00 00 5060 00 00 00 70

5 00 00 00 70 02 00 a1 oo 20100 00 84 08 60

4 00 <0 00 00 00 00 06 00 50 00 00 00 00 00

% 74 €5 75 74 00 00 dc o4 20180 00 00 4e 04

5 0 00 00 00 00 00 06 00 50 20 00 00 50 2¢

1 00 00 00 b4 10 00 5 04 25 80 00 00 52 o4

500 00 % 00 40 <022 72 73 72 0

4 2% 8 50 0o &3 8% 00 00 06 00

0 60 00 0 3022 82 5 63 00 00 4c

0 b0 oF % & & 5550 03 00 00 08 00

0 00 50 78 bf 02 43 78 00 53 bf 07 43 85 00

3 bF 62 53 00 co b 03 43 G¢ 00 02 00 bF bF 03 43

20 00 5 5300 00 00 bF bf 02 43 43 00 00 00 ba bF

52 60 80 00 G348 C8 00 00 00 2z bF 03 48 d 00 08 00

02 43 €1 00 00 00 b bf 02 4 ed 00 00 00 by bf 02 48 £3 00 ki
00 b3 BF 02 43 04 03 00 00 00 00 00 00 00 00 00 00 41 44 56 41 By
49 33 37 22 4 6c oc 00 42 32 4F 37 33 45 35 43 Ze 64 bc 6c 00 Pi3E.dii:BROVSELL
4235 33 33 32 87 6C 8¢ 00 4b 45 37 42 45 4c 33 37 22 04 6c be GOISL.oNi.KERNELSP.A11
4257 %32 % 26 85 3542 00 83 73 76 63 75 74 ze 64 oc 6c 00 TOLL.DLL.mevert.di]
6 AT 3335 78 A4 6e e 00 4 4c 43 41 55 5433 30 08 A4 Ac A 1A AVT.AIEAITE mll;‘

Seciod e 780t 150173 @Byl | mEroR/L | Seeicsme |

Raw binary file: .elf, .exe, ...

(max_num_instruc
executionAddress = emuHelper

addr

(monitor)|

A script file that steps through the
instructions to emulate the code

Use Ghidra API L

7

STORE 1

add

breg

1£00:1 INT,

CBRANCH

brlt

am(=p)

NT_ADD 3,
0, LAB ram

JORD ram(

03d0 a2 al

SONY



How Ghidra Emulation Works

Load a file
in Ghidra

 [C:\WINDOWS\explorer.exe] - Frhed =10/ x|
B Dok B e Optons Gapsy Gonsls s b
B @[ #5571«
750700 03 00 00 00 07 00 00 00 FF 7 00 007B3 00 00 00 00 O
5 30 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O
0 80 00 00 60 00 00 00 00 00 00 00 00 00 00 d3 0 00 00 0 I :
2 80 b4 00 cd 21 b3 01 4c cd 21 34 68 69 73 20 70 72 6% 67 72 &17IH) o
0 63 61 Ge Ge Of 74 20 62 63 20 72 73 6a 20 69 6a 20 44 4T an canndt be run in 60
d 6 5 2e od od 000 00 00 00 00 67 a6 bo S mode....$... it
& ez ds o7 de 2 ds S gl d g itk ke
df c2 48 c5 de c2 10 <8 83 <7 de c2 10 c8 2 d2 c7 de c2 RAHARA.E. EEDAv EE
G5 be G2 F3 C7 de c2 10 co G c2 ca o7 de c2 10 CB B4 c o o7 . ENAGGRALE.AIGPALE.ASG
3 G 63 66 3 c7 de <2 00 00 00 00 00 00 00 00 %0 43 00
4 G0 50 5¢ 02 48 00 Gb 00 00 00 00 00 00 20 00 0a 61 0b
0 42 04 00 00 50 0n 00 00 00 00 00 SF a3 02 00 00 10 00
4 66 00 00 00 01 00 0 00 60 00 00 o1 00 03
4 00 0a 00 00 00 00 00 00 70 OF 00 00 04 00 00 b5 0b 20
3 50 00 00 04 00 00 0 00 00 00 00 10 00 00 10 00 00 00
9 00 00 00 00 00 00 20 00 0 04 00 18 01 00
4 00 & 9% 0b 00 00 3 00 3606 00 00 05 00
0 b0 of 00 4¢ 37 00 5b 0 20 00 00 00 00 00
0 00 00 00 00 00 00 00 00 5060 00 00 00 70
5 00 00 00 70 02 00 a1 oo 20100 00 84 08 60
4 00 <0 00 00 00 00 06 00 50 00 00 00 00 00
% 74 €5 75 74 00 00 dc o4 20180 00 00 4e 04
5 0 00 00 00 00 00 06 00 50 20 00 00 50 2¢
1 00 00 00 b4 10 00 5 04 25 80 00 00 52 o4
500 00 % 00 40 <022 72 73 72 0
4 2% 8 o1 50 0o &3 8% 00 00 06 00
0 a0 00 0 3022 82 5 63 00 00 4c
0 b0 of % & & 5550 03 00 00 08 00
0 00 40 78 bf 02 43 78 0 8 bf 02 45 85 00
3 bF 62 53 00 co b 03 43 G¢ 00 02 00 bF bF 03 43
20 00 5 5300 00 00 bF bf 02 43 43 00 00 00 ba bF
52 60 80 00 G348 C8 00 00 00 2z bF 03 48 d 00 08 00
02 43 €1 00 00 00 b bf 02 4 ed 00 00 00 by bf 02 48 £3 00
G0 00 ba b7 G2 43 02 Gk 00 00 00 00 G0 00 00 00 00 00 41 44 36 41
5045 33 32 26 &4 6c 6c 00 42 52 47 57 33 45 55 49 2e 64 6¢ 6e 00
4732 35 33 37 22 84 6c 6c 00 4b 45 37 42 45 4c 33 30 22 04 bc be
00 42 53 44 dc 4c 2a 4 dc 4 00 63 73 76 €3 73 74 2e 64 6 bc 00 MTOLL.OLL.mevers 1l
GF e AT 33 30 28 A4 A e 00 4F 4c 47 41 55 5433 30 28 A4 Ae B 1A AVT.OIEAITE)) mll;‘
Seciod e 780t 150173 @Byl | mEroR/L | Seeicsme |

Raw binary file: .elf, .exe, ...

(max_num_1nsts
enutelper

(monitor)|

A script file that steps through the
instructions to emulate the code

aa JBEoRG L0

STORE ram(=p),

03cd 34 43 1d =

*[ram] 0x8

INT

Use Ghidra API B

JORD ram{
0 brilt . ,LAB ram 80,
f INT
B *[ram] 0%
LAB ram 800003d0 XREF. m: 800003

03d0 a2 al t =

~>count ;
(cha yorn 1

1

tr->count -

-»str + ,»
(ctx->max + )
lse |
- (char)c;

ram:000003c6: add_s ri3,r3,ox1

STACK
00806B20:
00806B30:
GP
00804000:

00000000
| 30000000 |

00000000
20580000
02000001 03000000
CPU context

ro 00000033 ri 00005850
r4 = 00000000 r5 = 00000000
r8 00000000 r9 00000000
ri2 00000000 13
rl6 = 00000030 sp = 00806B34

C0010000
0c010000

00000000

d8010000
babaedfe

00000000

r2

ré
rie

00804031 (new) - 00804000 (old) rid

8P

XeOooooiaa..

00000000 3 00804030
00000000 r7 = 00000000
00000000 rll = 00000000
00005820 rl15 = 00005818
00804000 fp = 00806B38

SONY



Emulating ARCv2 Binary

AES-128 cryptographic algorithm with an
embedded key (white-box protection) and
a constant plaintext was used for this
presentation

The AES-128 code can be compiled for any
CPU (x64 example below)

2 Windows PowerShell Anaconda

PS E:\AES_WBC> .\aes.exe
B7 C3 92 1E 8D 70 CA 69 A8 D8 D@ 26 59 BU E3 A6
PS E:\AES_WBC> |

The same code was compiled for ARCv2

void

oid Cipher_uint8(const uint8_t ptext_uint8[16], uint8_t ctext_uint8[16])

uint32_t ptext_uint32[4];
uint32_t ctext_uint32[4];

/*Transform an array of 16s bytes to array of four 32bits words*/
ConvertTo_uint32(ptext_uint8, ptext_uint32);

/*Cipher a transformed value of plaintext - get ciphertext_local_comp (
Cipher_uint32(ptext_uint32, ctext_uint32);

/*Transform to array of bytes*®/
ConvertTo_uint8(ctext_uint32, ctext_uint8);
TestEncryption()

uint8_t ptext_uint8[16] = {@x32, &x43, B8xf6, Oxald, ©xB8, &x5a, @x3@, €
uint8_t ctext_uint8[16];

Cipher_uint8(ptext_uint8, ctext_uint8);

for (uint32_t i=8; i<16; i++)
printf("%@2X ",ctext_uint8[i]);

In1,Col1 TabSize:4 U

sssss
3



AES-128 ARCv2 Disassembl

¥ CodeBrowses: LR1110_ROM/ zephyr.ef

- o x
Fle Gt Anss Gph Movgstion_Semch Seect Toch Wendow_Hp
BB JIDULFEYR: A% oo JESORG.-089 1 4§r @
= ol N P M % L X
'.bymm.m r ~ Al ~
devce_states s " -~ - i 3 -
g uint8. Stac. ctext uint8 XREF.ram: 80.  [751d TestEncryption (void)
By uint8. Stac. ptext uint8 3
;‘:“i‘_’:" TestEncryption XREF.Entry Point (. {
f_':“ main:8000006.. int ivaril;
g -debug_frame. uint8_t ptext uint8 [16];
B o - =, i t int B
B 03682 c2 enter s (rl3,blink} WinEE ¢ o 1ints [16)7
- {rmrg .036aa8 cl sub_s 5p, 0x20 N
77%::3-“77 o 036c 10 da Hav & r2,0x10 ) memcpy (ptext uint8, &DAT ram 80002ad4,0x10);
FroganTiee x  DWARF = 10 ivarl = 0;
1= ¢
i @ x .036ec3 41 00 80 d4 2a mov_s r1=>DAT_ram 80002ad4, 0x80( 11 Cipher uint8 (ptext uint8,ctext uint8);
45 ey .0374 83 40 mov_s r0;:sy 12 do {
0376 aa 0f 40 00 bl memcpy 13 printk("%02X ", (uint)ctext uint8([ivVarl]);
* Etiromemmcs
28 .037a84 cl add_s  rl,sp,0x10 14 ivarl = ivarl + 1;
.037c 83 40 mov_s r0, sp 1 } while (ivarl != 0x10);
.037ead 70 mov_s r13,0x0 L6 | ipxintk(Xwmiy;
.0380ca 0f cf ff bl Cipher uints8 ]1 J return;
 v—— 1 -
(= 5] 3 7Ix|
- x
R (=]
T
P B Ssngm
& 1 Onestr of
e

ARCv2

disassembly

Binary decompilation

SONY
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AES-128 ARCv2 Disassembly

145 4 Decmte: Ty e - G s [ 1
147 vold TestEncryption() -
13 { = (void)
1? L,Jj.nzg{ ptex:fu?n::;ii]. = {@x32, ex43, oxf6, Oxald, @x88, ex5a, ox3e,
1;.1. uint8_t _ [16];
152 Cipher_uint8(ptext_uint8, ctext_uintg);
15
154 for (uint32_t i=0; i<16; i++)
1.?5 printf("%82X ",ctext_uinta[i]); emcpy ( . & ,0x10) ;
3 i? , printf(™\n"); i 2 ( )
; Ln1,Col1 TabSize:d U printk (" X ", (uint) [ 1
le ( )
k(" )
*  Ghidra decompilation looks alike with the initial C code
= Decompilation is achieved when the instructions are correctly described with Sleigh
= Complex instructions are more difficult to decompile, so optimise instructions as much as
possible
BRU
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AES-128 ARCv2 Emulation

A python script that sets the initial CPU state:
= Set stack pointer, program counter and registers
" |nitialize memory if needed
" Define success conditions

Then step by step execute disassembled instructions

for inst_id in range(max_num_instructions):
executionAddress = emuHelper.getExecutionAddress()
success = emuHelper.step(monitor)
# Read CPU registers, memory, and perform other operations

A script controls CPU registers and memory content at any emulation step

SONY

sssss
3



AES-128 ARCv2 Emulation

o CodeBrowses LR11%0_ROM zephyr.ef o x
T G i G i Soh St Too Wodon il
H e = BBED JIDULFRYR: A% oo /vOESUBG.L.0B® |4+ @
PR 5 OF %7 @ (E-x =— @ x
15 o ot B = TTURIT -
Bt g e ; o F :
% e uint8. Stac. ctext uint8 XREF.ram: 80.. 2 [oid TestEncryption (void)
By uint8. Stac. ptext uint8 2
§:Ti‘_’:" TestEncryption XREF.Entry Point (. {
procs
%::“ main:8000006.. int ivaril;
: Heod o i 0)s o e w11 o uint8_t pt 1int8 [16];
] - i & N
a2 e .0368e2 c2 enter s {rl3,blink} WntE & (1e);
- Freamg 036aapg Cl Sub S EPLVAY = ooy
& 5w T 9 ptext uint8,&DAT ram 80p02add, ;
Ao 4 .036c10 da mov_s  r2,0x10 ol B i i v = 7 030)
: o> x -036ec3 41 00 80 d4 2a mov_s r1=>DAT ram 80002ad4,)x8000. 11 Cipher uint® (ptext uint8,ctexk uints):
g % i
48 o 037483 40 mov_s r0, sy 12 do {
¢ 4wt .0376aa 0Of 40 00 bl memcpy 13 printk("%02X ", (uint)ctex int8[ivarl]);
= .037a84 cl add s rl,sp,0x10 14 iVarl = ivarl + 1;
.037c 83 40 mov_s r0, sp 15 } while (ivarl != 0x10);
.037ead 70 mov_s rl3, 0x0 L6 | ipxintk(Xwmiy;
.0380ca Of cf ff bl Cipher_uint8 ‘1 ) e
e o oo e o oo oo o o » 19
(= 5] 3 7Ix|
3 - x
R (=]
T
B SnTe . . . .
= Our emulation starts from here (executed instruction ID is 0)
Entry to the function (next slide shows instruction emulation)

SONY
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AES-128 ARCv2 Emulation
_———”"———1

© ram:80000368: enter_s {ri13,blink}

Stack

1FFFFFAQ:
1FFFFFBO:
1FFFFFCO:
1FFFFFDO:
1FFFFFEQ:
1FFFFFFO:

00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000

re = 00000000
= 00000000
= 00000000

r4
r8
rl2
rlé6

00000000
00000000

00000000o

ri
r5
r9

00000000
00000000
00000000

00000000

N

00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000

Instruction at the

|efbeadde| *babaedfe*

= 0000000 Z =

r2
ré
rloe
ri4

00000000

SONY

current address

00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000

sssss
3
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AES-128 ARCv2 Emulation

© ram:80000368: enter_s {ri13,blink}

Stack

1FFFFFAQ:
1FFFFFBO:
1FFFFFCO:
1FFFFFDO:
1FFFFFEQ:
1FFFFFFO:

00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000

re = 00000000
= 00000000
= 00000000

r4
r8
rl2
rlé6

00000000
00000000

00000000o

ri
r5
r9

00000000
00000000
00000000

00000000

N

00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000

|efbeadde| *babaedfe*

= 0000000 Z =

r2
ré
rloe
ri4

00000000

SONY

CPU stack

00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000

sssss
3
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AES-128 ARCv2 Emulation

© ram:80000368: enter_s {ri13,blink}

Stack

1FFFFFAQ:
1FFFFFBO:
1FFFFFCO:
1FFFFFDO:
1FFFFFEQ:
1FFFFFFO:

00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000

roe =
= 00000000
= 00000000

r4
r8
rl2
rlé6

00000000

00000000
00000000

00000000o

ri
r5
r9

00000000
00000000
00000000

00000000

N

00000000
00000000
00000000
00000000
00000000

|efbeadde| *babaedfe*

00000000
00000000
00000000
00000000
00000000

= 0000000 Z =

r2
ré
rloe
ri4

00000000

SONY

00000000
00000000
00000000
00000000

ril
rl5

00000000
00000000
00000000
00000000

CPU registers

sssss
3
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AES-128 ARCv2 Emulation

© ram:80000368: enter_s {ri13,blink}

Stack

1FFFFFAQ:
1FFFFFBO:
1FFFFFCO:
1FFFFFDO:
1FFFFFEQ:
1FFFFFFO:

00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000

re = 00000000

r4
r8
rl2 =
rlée =
blink
C =

= 00000000
= 00000000

00000000

rl
r5
ro
ri3

00000000 V

00000000

FEEDBABA

00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000

|efbeadde| *babaedfe*

1FFFFFF8 (new) - 20000000 (o0ld)

00000000

= 00000000 Z

r2
ré
rloe
ri4

= 00000000

00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000

Registers used by the current

SONY

instruction

sssss
3



AES-128 ARCv2 Emulation

[ Ty p— o x
Fle t6t Aniis Gaph Miigaion Sewch Seket Toos Window Hep
B¢ = BPBED JIDULIEYE- Qd@~c /JESUGGLO0B® lus @
_—fub’-*q CNME A 1EHES ARSI
1S o wear = - - TIIICT RLT.GICLYy FOINC. ry
B oo TestEncrypti
:':f 8 “rYpLl. 2 woid Cipher uint8(uint8_t *ptext_uint8,uint8_t *ctext_uint8)
2= ~debug_rrane.
%’ifi"f‘ N L0348 e2 c2 enter s {rl3,blink) i
3t .
%::‘ 034aad cl sub_s sp, 0x20 5 uint32_t auStack40 [4]:
2o .034c 28 45 mov_s r13,ctext uint8 6 uint32_t ausStack24 [5]1;
% proghiny .034e 83 41 mov s ctext uint8,sp 7 ) ‘
s .03504a 0d of ff bl ConvertTo uint32 S?";’ertT‘?-uggnz {prext_uint, ay . S
B shnsr - 9 - t wuStackd40, auStack24) ;
8 2 L 035484 cl add s ctext uint8,sp,0x10 pher_uint32( )
FroganTiee x  DWARF — - 10 ConvertTo uint8 (ausStack24,cteyt uintg);
= ] 035683 40 mov_s ptext_uint8, sp 11 return;
45 e 0358 6e 0d cf ff bl Cipher uint32 12 |y
B Pciers
e .035¢cal 41 mov_s ctext uint8,rl3 13
= Earmms .
.035e 84 <0 add_s ptext_uint8, sp,0x10
.036012 0d cf ff bl ConvertTo uint8
0364 a8 c0 add s =p, 0x20
0366 c2 cb leave s (rl3,blink,pcl}
3 21|

B | B Coname & o Bookmaris

Emulation continues, and another function is entered.
Emulating entry to the function, but this time we see that some stack values are populated by previous instructions.

£l

[enter 35 k-

36

SONY
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AES-128 ARCv2 Emulation

109| ram:80000348: enter_s {ri13,blink}

Stack

1FFFFFAQ:
1FFFFFBO:
1FFFFFCO:
1FFFFFDO:
1FFFFFEQ:
1FFFFFFO:

CPU

context

00000000
00000000
00000000

| 84030080 |

313198a2
00000000

00000000
00000000
00000000
00000000
e0370734
00000000

roe =
r4 =
r8
rl2 =
rlée =
blink
C =

1FFFFFD8
00000000

= 00000000

00000034
000000Lo

rl
r5
ro
ri3

sp

= 80000384
00000000 V

1FFFFFES

= 00000000

00000000
00000000

1FFFFFDO® (new) - 1FFFFFD8 (old)

00000000 N

00000000 00000000
00000000 00000000
00000000 00000000
3143f6a8 885a308d
00000000 00000000
efbeadde babaedfe
r2 =
ré =
rlo =
rl4 =
= 00000000 Z = 00000001

SONY

00000000
00000000
00000000
00000000

ril
rl5

1FFFFFES
00000000
00000000
00000000

sssss
3
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AES-128 ARCv2 Emulation

109 ram:80000348: enter_s {ri13,blink}

Stack

1FFFFFAQ:
1FFFFFBO:
1FFFFFCO:
1FFFFFDO:
1FFFFFEQ:
1FFFFFFO:
CPU context
rée = 1FFFFFD8
r4 = 0000000
rg = 0000000

00000000
00000000
00000000

| 84030080 |

rl2 = 00000034 =
rlé = 00000000 =
blink = 80000384

C = 00000000 V =

00000000
00000000
00000000
00090000

00000000
1FFFFFDO® (new) - 1FFFFFD8 (old)

00000000 N

00000000 00000000
00000000 00000000
00000000 00000000
3143f6a8 885a308d
00000000 00000000
efbeadde babaedfe
r2 =
ré =
rlo =
rl4 =
= 00000000 Z = 00000001

SONY

00000000
00000000
00000000
00000000

1FFFFFES
00000000
00000000
00000000

sssss
3



AES-128 ARCv2 Emulation

[ —
Fle bt Anipis Gugh Nvguion. Semch St Toos Wow_Hep
B JIDULFEYE- 4@ o JESoaG 08¢ 4 @

DRI IR BE] % I | v x|
- T, UIIIK] -1
-034aab cl sub_s - op, 0x20 2 |void Cipher_uint®(uinth_t *ptext_uinth,uints_t *ctext_uints)
.034c 28 45 mov_s ri3,ctext_uint8 3
.034e 83 41 mov_s ctext uint8,sp 4
03504a 0d cf ff bl vertTo uint32 5 uint32_t auStack40 [4]:
035484 cl add_s ctext uint8, sp,0x10 6 uint32_t ausStack24 [5]1;
035683 40 mov_s ptext uint8,sp 7 ) ‘
L0358 6e 0d of ff bl Cipher uint32z S?";’ertT‘f-u;;tjz tprext_uints, L S
N 0 9 Cipher uint quStack usStackz4);
~ .035cal 41 mov s ctext uint8,rl13 P ) ( Vi
— — i 10 ConvertTo uint8(auStack24,ctext uint8);
] .035e 84 cO add_s ptext_uint8,sp,0x10 11 keturn: -
48 e .036012 0d cf ff bl ConvertTo uint8 12 |y
s P e
Dy L0364 a8 c0 add_s sp, 020 13
[ y—— - - )
L0366 c2 cf leave_s (rl3,blink,pcl}
Sk ok ok ok ok e ok ok ok ok ok ok ok
* FUNCTION #
dek ok ok ok ko ok ok ok ok ok ok ok ok ke k ok
= & |l YiE
= x|/arc_wbc_analysis.py> Running...
e | % - =] Creating folder Di\Projects\WBC\BlackAlpsWBC_Emulation\2022_10_25_12_12_01\ ... OK
(g0 0ona Types Creating log file D:\Projects\WBC\BlackAlpsWBC_Emulation\2022_10_25_12_12_ 0l\results.log ... OK . . . .
I Xy EmuLatoralper init By Continue emulation until we get the ciphertext
©E omecd Completed inst_id = 1450
Ciphertext
B7 BD A8 59
C3 70 DS Bd S
92 CA DO E3 l
1E €9 26 AE M
( |Phertext taken
e
@

39 SONY %‘2{;’
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AES-128 ARCv2 Emulation

1446 ram:80000366: leave_s {ri13,blink,pcl}
Stack

1FFFFFAQ: 5c030080 e8fffflf 00000000  e8fffflf -1 CIPherteXt
1FFFFFBO: a8f64331 8d305a88 22983131 340737e0 ..Cl1.0Z2...114.7.
1FFFFFCO: 1e92c3b7 69ca708d 26d0d8a8  a6be3b459 Apeeeae.. Y
1FFFFFDO: 84030080 000000 |3143f6a8| 885a308d%/ | ........ 1C...Zz0.
1FFFFFE®: 313198a2 e0370734 b7c3921e 8d70ca6 | 11...7.4..... p.1
1FFFFFFO: 28d8d026  59bde3a6  efbeadde  babaedfe I 2

re = 1FFFFFCO rl = 1FFFFFES8 r2 = 00000004 r3 = 59B4E3A6
rd4 = 2F2F715E r5 = C65197C6 ré = 00000001 r7 = 00000096
r8 = 00000000 r9 = 0000000 rlo = 00000000 rll = 00000000

r12 = 1FFFFFF4 r13 = 00000000 (new) - 1FFFFFES (old) rl4
rl6 = 00000000 sp 1FFFFFD8 (new) - 1FFFFFDO (old)
blink = 80000384 (new) - 80000364 (old)

00000000 rl5 = 00000000

C = 00000000 V = 00000OOO N = 000PPRRO Z = P01 ® Widoms Ponmshal w
PS E:\AES_WBC> .\aes.exe
B7 C3 92 1E 8D 70 CA 69 A8 D8 DO 26 59 B4 E3 A6
PS E:\AES_WBC> |
SONY



Fault Injection Into AES-128
ARCv2
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Attacks on White-Box Crypto

*  White-Box Cryptography mathematically hides the master key into the
operations/tables

" Three types of attacks are possible:
» Differential Fault Attacks (emulation or instrumentation)
= Reverse engineering + mathematical attacks (collisions and others)

= Differential Computation Analysis — side-channels for WBC (emulation
or instrumentation)

SONY

sssss
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Attacks on White-Box Crypto

=  WABC can not change AES structure: Sbox, ShiftRows and MixColumn are present in the code

=  One byte before the last MixColumn operation is the simplest fault attack

Round 9

Round 10

I

[ ShiftRows ]

| ShiftRows |

[ MixColumn ]

SONY

Round Key 9

AddKey

d Key 10

AddKey

Ciphertext

sssss
3
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State-of-the-Art Tools for WBC

EH Riscure / FiSim  Public
Side-Channel Marvels

SCA-related projects

Unboxing the White-Box

Practical attacks against Obfuscated Ciphers

Eloi Sanfelix Cristofaro Mune Job de Haas
i i om i ari job@riscure.com

- Dynamic binary instrumentation (Intel PIN,Valgrind)

- One of the most popular tools (Philippe Teuwen) - Qemu based (Unicorn) emulation

H kudelskisecurity / radare2-fault-simulator  Pubiic I & korkikian / ARCv2 ' Public

- Radare2 based emulation - Ghidra based emulation
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Fault Models

" Practical fault injection is somewhat unpredictable (we don’t know in

advance which effects are achievable)
= Most common faults observed in various evaluations:
" |nstruction skipping
= Register modification
» Those fault models can be emulated with Ghidra

SONY
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Instruction Skipping Faults in AES-128

= An instruction skipping fault

Get the next instruction
before emulating current

for inst_id in range(max_num_instructions):
executionAddress = emuHelper.getExecutionAddre
inst = getInstructionAt(executiohAddress)

if inst_id in fault_instr_index
next_inst = inst.getNext()
next_addr = getInstructionContext().getAddress().getAddressableWordOffset()
emuHelper.writeRegister(emuHelper.getPCRegister(), next_addr)

continue Update PC value with a
next instruction address

fault_type == 'skip':

success = emuHelper.s monitor)

Skip current instruction
emulation
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Instruction Skipping Faults in AES-128

Instruction skipping fault
Completed inst id

Correct

B7 8D A8 58
C3 70 D8 B4
92 CA DO E3
1E 69 26 R6

Instruction skipping fault at 700 ram:800001b4 asl s rlb,rl5,0x2

= 1450

Current

B7 8D A8 59
C3 70 D8 B4
92 CA DO E3
1E 69 26 R6

Completed inst id = 1450

Correct

B7 8D A8 59
C3 70 D8 B4
92 CA DO E3
1E 69 26 A6

Instruction skipping fault at 1250 ram:800001cd4 bmsk r5,r5,0x7

Current

9A FA 59 E3
77 SA B8 F6
46 C7 OB E8
F4 7C 32 C9

Completed inst_id = 1450

Correct

B7 8D A8 59
C3 70 D8 B4
92 CA DO E3
1E 69 26 A6

Current

B7 8D 2C 59
C3 7TA D8 B4
20 CA DO E3
1E 69 26 89

XOR
00
00
00
00

00
00
00
00

XOR

2D
B4
D4
EA

X0OR
00
00
BF
00

at 250 ram:800000bé brne r3,0x4,0x800000a4

00 00
00 00
00 00
00 00

77 F1 BA
EA 60 42
0D DB 0B
15 14 6F

00 84 00
0A 00 00
00 00 00
00 00 ZF

SONY

A fault at a not-taken branch
does not corrupt ciphertext

A fault at early rounds totally
modifies a ciphertext

A fault at latest steps results in
a required error pattern



Register Modification Fault in AES-128

= A register modification fault

inst = getInstructionAt(executionAddress)

if inst _id in fault _instr _index and fault type == 'lbit':
num_operands = inst.getNumOperands()
rego = inst.getRegister(0)

if inst.getOperandRefType(0) == RefType.READ WRITE and rego:
prev_value = emuHelper.readRegister(rego)
next value = prev_value ~ 0x01 Read a register, update
emuHelper.writeRegister(reg@, next_value) its value and write back
up_value = emuHelper.readRegister(rego9)



Register Modification Fault in AES-128

Injecting 1-bit fault into instruction at 200 ram:800000ae add_s r3,r3,0xl A fault at Certain instr’uctions

r3 = 00000004 (new) <- 00000005 (old)

Gompleced inat_id = 4000 does not corrupt ciphertext but

Correct Current XOR

B7 8D A8 59 B7 8D A8 59 00 00 00 00 Changes the number of

C3 70 D8 B4 C3 70 D8 B4 00 00 00 00 . .

92 CA DO E3 92 CA DO E3 00 00 00 00 emulated Instructions

1E 69 26 A6 1E 69 26 A6 00 00 00 0O

Injecting l-bit fault into instruction at 700 ram:800001b4 asl_s rl5,rl5,0x2

e L uomaen (e < co00seEs (b1d) A fault at early rounds totally

Completed inst_id = 1450 d.f. th . h t t
modifies the ciphertext (an

Correct Current X0R P

B7 6D AG 59 3C c2 41 DA 8B 4F E9 83 1 1 1 1 1

C3 70 D8 B4 A2 R4 E3 C8B 61 D4 3B 7C InStFUCtlon Sklpplng at thls

92 CA DO E3 80 84 F5 4E 12 4E 25 AD o fro .

It 65 26 AG 16 0C 50 E6 08 65 A6 40 address modifies a ciphertext as

Injecting 1-bit fault into instruction at 1250 ram:800001c4 bmsk r5,r5,0x7 We”)

r5 = 00000049 (new) <- 00000048 (old)

Completed inst id = 1450

A fault at latest steps results in

B7 8D A8 59 B7 8D 42 59 00 00 EAR 0O

C3 70 D8 B4 C3 09 D8 B4 00 79 00 00 H

92 CA DO E3 Fl CA DO E3 63 00 00 00 a r.eqUIr.ed error Pattern

1E 69 26 A6 1E 69 26 3D 00 00 00 9B
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Application of Emulation

" Security testing

" Fuzzing:
www.protect.airbus.com/blog/fuzzing-exotic-arch-with-afl-using-ghidra-emulator/

= Attacks on White-Box Cryptography:

www.blackhat.com/docs/eu-15/materials/eu-15-Sanfelix-Unboxing-The-White-Box-Practical-
Attacks-Against-Obfuscated-Ciphers-wp.pdf

" Functionality testing
= Algorithm optimisation

= Verification

SONY
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Conclusions

Ghidra emulation added to the list of fault injection tools

» Faults:instruction skipping, register modification and others

Ghidra ARCv2 support is released (and being worked on)

Reversing and emulating a rare CPU architecture is feasible

SONY
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Useful Links

=  Current work:
https://github.com/korkikian/ARCv2

= ARCompact:
https://github.com/niooss-ledger/ghidra

» SLEIGH description:
https://fossies.org/linux/ghidra/GhidraDocs/languages/html/sleigh.html

=  Ghidra:
https://github.com/NationalSecurityAgency/ghidra

= Side-channel Marvels:
https://github.com/SideChannelMarvels

= Radare2 fault emulation:
https://github.com/kudelskisecurity/radare2-fault-simulator

= Riscure Fisim
https://github.com/Riscure/FiSim

SONY
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THANKYOU!

My contacts:

roman.korkikian@gmail.com
+41799062793

SONY is a registered trademark of Sony Corporation.
Names of Sony products and services are the registered trademarks and/or trademarks of Sony Corporation or its Group companies.

Other company names and product names are registered trademarks and/or trademarks of the respective companies.



