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About me

» Arthur Mongodin - @_Aleknight_
> Security researcher at RandoriSec - @RandoriSec
> Passionate about reverse engineering and binary exploitation
> GreHack organization committee
» End of study internship at RandoriSec
> Variant analysis on Linux kernel
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1. Introduction




Variant analysis

» Vulnerabilities are similar
» Pattern matching

» Some tools
» CodeQL
» Joern
» Coccinelle
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Linux namespaces

» Use to create separate environment for applications
» Different kind of namespaces:

> user

> network

> mount

> PID
>

» Some applications
» Containers
» Sandbox

RANDORISEC

Arthur Mongodin BlackAlps 6



Linux namespaces

UID set 0 UID set 0 UID set 0 UID set 1
Process tree 0 Process tree 0 Process tree 1 Process tree 2
IP stack 0 IP stack 1 IP stack 0 IP stack 1
Filesystem 0 Filesystem 0 Filesystem 1 Filesystem O
Environment 0 Environment 1 Environment 2 Environment 3
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2. The Linux firewall




Some cracks in the Linux firewall The Linux firewall

Global organization

iptables nft
: / User land
netfilter
netlink
Kernel land
e D
netfilter
K /’
hook J Network stack A hook ‘
)
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Operations

» |nteractive shell nft
» Different target object
> |P addresses
» Port number
» Different actions
» Drop
> Accept
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3. Netfilter internals




User interface

» Reachable with unprivileged user namespaces
» Netlink socket (sendmsg, recvmsg)
» Message encapsulation: Netlink attributes
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Object encapsulation
Table

Set
Chain

Rule Rule Rule

Set
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Expressions

» Used to match packets
» More than 40 types of expressions

» Linked to several kind objects
> Sets
> Maps
> Rules
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Verdict statements

» Instruction on packets
> accept
» drop
> queue
> continue
> return
» goto chain
> jump chain
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4. Netfilter vulnerabilities




Some cracks in the Linux firewall Netfilter vulnerabilities

CVE-2022-1015 - Root Cause Analysis

» Found by D. Bouman
» Integer overflow in input validation check
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CVE-2022-1015 - Let's find some variants

» Use of CodeQL

» |f statement
» Multiplication in condition expression
> Returns an error
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CVE-2022-1015 - Let's find some variants

CodeQL class definition

NOoO oA WN -
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CVE-2022-1015 - Let's find some variants

CodeQL query
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Some cracks in the Linux firewall Netfilter vulnerabilities

CVE-2022-1015 - A variant
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CVE-2022-2078 - The feature

» Set concatenation
» Introduced in Linux 4.1
> Better performance
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CVE-2022-2078 - lllustration

field_len <

field_count {

C] Random data

User data
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CVE-2022-2078 - lllustration

field_len <

field_count {

C] Random data

User data
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CVE-2022-2078 - Technical details

» Stack buffer overflow
» Stack Out-of-bound primitives
» Bad primitive

> |en lower than 64

> |In practice len lower than 67
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CVE-2022-2078 - Technical details

» Buffer copied within a nft_set structure
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CVE-2022-2078 - Infoleak

field_len

field_count

Random data

User data

Set data
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CVE-2022-2078 - Infoleak

Demo time!
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Some cracks in the Linux firewall Netfilter vulnerabilities

CVE-2022-34918 - The feature

» Verdict maps
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Some cracks in the Linux firewall

Netfilter vulnerabilities

CVE-2022-34918

Set

-
Verdict map
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Some cracks in the Linux firewall Netfilter vulnerabilities

CVE-2022-34918
( I I
I
I |
I
I
I
~
et

S Verdict map

RANDORISEC

Arthur Mongodin BlackAlps 33



CVE-2022-34918

o
I
N

-
Verdict map

RANDORISEC

Arthur Mongodin BlackAlps 34



Some cracks in the Linux firewall

Netfilter vulnerabilities

CVE-2022-34918

Set
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Verdict map
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CVE-2022-34918

-
Verdict map
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CVE-2022-34918 - The overflow

» Root cause
» Allocation size based on the element size
> Copy size based on set settings

» Controlled with an uninitialized variable
» Several caches
» Can be extended up to 48 bytes
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Some cracks in the Linux firewall Netfilter vulnerabilities

CVE-2022-34918 - infoleak

» addkey syscall

/+ RCU destructor x/
/+ length of this data x/

/+ actual

N WDNH
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CVE-2022-34918 - infoleak

; :
[ 1
L 1
'
'
'
'
[ 1
[ 1
—
L 1
b 1 I:l Object header
[ 1
i J [ ] Obiectbufter
'
'
'
1 1 7”77 Random object
- i
L 1
'
'
'

RANDORISEC

Arthur Mongodin BlackAlps 39



CVE-2022-34918 - infoleak

I:l Corrupted header

[]  Objectbuifer

f_____‘- Random object
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CVE-2022-34918 - Write primitive

» Unlinking attack
> Write-up from L. J. Rong
» Use of list_del

» Edit modprobe_path to gain root privileges
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CVE-2022-34918 - Write primitive
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CVE-2022-34918 - Unlinking attack

Valid address
Data
\:l Corrupted
address
‘ Random data
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CVE-2022-34918 - Unlinking attack

Valid address

Data
Corrupted
address
Random data

RANDORISEC

Arthur Mongodin BlackAlps 44



CVE-2022-34918 - Unlinking attack

Valid address

Data
Corrupted
address
Random data
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CVE-2022-34918 - Final result

Demo time!
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5. Linux security




Hard time for Netfilter tables

» CVE-2022-1015: Integer overflow (D. Bouman)

CVE-2022-1016: Uninitialized variable (D. Bouman)
CVE-2022-2078: Buffer overflow (Ant Group Light-Year Security Lab,
Sea Security and me ;-))

CVE-2022-2586: Use-after-free (Sea Security)

CVE-2022-25636: Heap out-of-bound write (N. Gregory)
CVE-2022-32250: Use-after-free (NCC Group)

CVE-2022-34918: Type confusion (Also me ;-))

CVE-2022-39190: Uncontrolled Resource Consumption (G. Jung)
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Some cracks in the Linux firewall Linux security

System hardening

» Disable unprivileged user namespaces

» Do not use containters

» Use LKRG

» Test your configuration with kconfig-hardened-check

docker
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https://github.com/a13xp0p0v/kconfig-hardened-check
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6. Conclusion




Conclusion

» Variant analysis efficient to find bugs
» Unprivileged user namespaces are increasing kernel attack surface
» Netfilter great attack surface
» Metasploit module (by @redOxff)
» Technical write-ups on our website
> CVE-2022-2078
> CVE-2022-34918
» Exploit sources available on GitHub
> CVE-2022-2078
> CVE-2022-34918
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https://twitter.com/red0xff
https://www.randorisec.fr/yet-another-bug-netfilter/
https://www.randorisec.fr/crack-linux-firewall/
https://github.com/randorisec/CVE-2022-1972-infoleak-PoC
https://github.com/randorisec/CVE-2022-34918-LPE-PoC
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